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So much of what engineers are able to do hinges on cost—the cost of
hardware, software, design tools, testing equipment, and so on. When
you consider building a new application, sometimes the potential cost
can inhibit you from even starting. We’re featuring a number of articles
this month for those of you who are budget-conscious (that’s everyone,
right?).

A trio of engineers came to us recently with their particular problem:
How do you turn your circuits into PCBs and chips if you can’t afford elec-
tronic design automation (EDA) tools? Some people benefit from their
employers’ deep pockets and get to work with expensive commercial
EDA tools. Many others simply do without. Stuart Brorson, Ales Hvezda,
and Dan McMahill sought a solution for professional-quality work that
anyone could afford. All three are part of an international effort started by
Ales to establish an array of open-source EDA tool suites. In their article
this month, Stuart, Ales, and Dan discuss the gEDA (GPL license EDA)
tool suite for Linux (page 12).

Another great project we’re featuring this month is a portable FAT
library designed by Ivan Sham, William Hue, and Pete Rizun (page 18).
They wanted to be able to write files with a microcontroller that could be
read on a PC with a standard low-cost card reader. Additionally, they
wanted to be able to read files written by a PC from a flash memory card.
Putting their heads together, they built a Texas Instruments MSP430
MCU-based portable FAT library that’s notable for its convenience.

Cost-effectiveness was also a factor for David Brown when he
designed his award-winning entry for the Atmel AVR 2004 Design
Contest (page 52). The AT90S2313 microcontroller-based Stealth
Keyless Entry System is a reinforced security system that eliminates the
traditional 10-button keypad. Over time the buttons on a keypad get worn
down and dirty, which makes it easier for an intruder to determine your
entry code. David designed a clever scheme that uses Morse code taps
on a regular doorbell instead of the keypad to control entry. To ensure the
system is user-friendly, David designed it so that users have to memo-
rize only a few Morse code letters. The Stealth Keyless Entry System is
a suitable alternative to keypad use in homes and offices.

In his column this month, Jeff Bachiochi discusses how to incorporate
an analog joystick in your applications (page 72).This project is designed
around Microchip PIC microcontrollers and the E-Switch JS1100AQ joy-
stick navigation switch. Jeff points out design choices that will help you
keep your project cost within a reasonable budget.

Fred Eady also guides you through design decisions that could make
or break your budget (page 66). This month, Fred reviews Freescale’s
MC9S12NE64 development kit, and shows you that a single-IC 10/100
Ethernet solution is possible.

Cost is almost always a factor when starting a new project. What
we’ve tried to do is provide you with some naturally low-cost projects plus
sensible alternatives to expensive hardware and software so that you
can keep building and stay under budget.
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NEW PRODUCT NEWS Edited by John Gorsky

Crossware’s new flash memory programming software
can program Freescale ColdFire boards using the FireFly
USB background debug mode (BDM) interface. The FireFly
can program flash memory more than eight times faster
than via a parallel port interface.

The flash memory software, which is available for free to
FireFly interface users, simultaneously controls up to 127 USB
ports, each of which are connected to a separate ColdFire
board. A single click of the mouse programs the selected
software file into any or all of the connected boards. The

software can automatically generate a configuration script,
which is required so the target board can be correctly set up
for flash memory programming, by examining the program
that will be downloaded. 

Multiple program formats are supported including Motorola
S records, IEEE 695, and ELF. The software can be used with
programs generated by any ColdFire tool chain, as well as with
those generated with the Crossware ColdFire development
suite. 

FireFly features a USB controller; it doesn’t require an
external crystal. The miniature debugger plugs directly into
the target board, thus minimizing signal delays and ensur-
ing compatibility with the new generation of ColdFire chips
running at up to 200 MHz. 

The FireFly USB BDM interface is driven by a new version
of Crossware’s source-level debugging software, which inte-
grates seamlessly with the rest of its ColdFire development
suite. The user interface is unchanged, so the USB debugger
can replace an existing parallel port interface. In addition, it
can be used on platforms such as the newer generation of
notebook PCs that don’t have parallel ports. 

The FireFly USB BDM interface costs $656.

Crossware Products
www.crossware.com

FLASH MEMORY PROGRAMMING SOFTWARE FOR ColdFire BOARDS

AVR LCD MICROCONTROLLERS
The mega329/649/3290/6490 flash memory microcon-

trollers are designed to address the requirements of portable
and battery-operated applications that need to interface with
an LCD. These devices combine a code-efficient and power-
ful microcontroller with a low-power flash memory technol-
ogy. The mega329 and mega649 have an integrated 100-seg-
ment LCD controller. They are housed in a 64-pin package.
The mega3290 and mega6490 have a 160-segment LCD

controller. They are
available in a 100-pin
package. 

Members of this family
of microcontrollers con-
sume only 300 µA at an
operating frequency of
1 MHz. They have a
throughput of 2 MIPS
per milliwatt. In Power-
Down mode, all peripher-

als, with the exception of external interrupts, are turned off and
power consumption drops to 100 nA. These parts are extremely
responsive to external events in both Active and Power-Down
modes. Interrupts on up to 18 inputs can wake the MCUs from
Power-Down mode in less than 1 µs. 

The mega329 and 3290 cost $4.50 and $4.95, respectively,
in 10,000-piece quantities. The mega649 and mega6490 will
be available in early 2005 and cost $5.25 and $5.75, respec-
tively. Evaluation and debug tools are available.

Atmel Corp.
www.atmel.com

ISOLATED ADC WITH PGA AND RELAY OUTPUT
The ADU100 features three isolated 16-bit analog inputs,

four digital I/O lines, one 5-A relay contact output, four 16-
bit event counters, and an auxiliary RS-232 port. Two of the
analog input lines can be programmed in 20 mV to ±2.5 V
ranges via an internal PGA. The third analog input is a high-
level input with programmable ranges of 0 to 5, ±5, 0 to 10,
and ±10 VDC. Two reference outputs are available (2.5 and
5 V) to allow for the direct connection of strain gauge type
sensors. 

This low-cost data
acquisition interface is
easy to use with Visual
Basic and Visual C++ via
standard HID drivers
included with Windows
98, 2000, and XP. A
mini-driver (DLL) allows
for control using stan-
dard ASCII commands
using read and write commands. The ADU100 USB data
acquisition interface also features an auxiliary RS-232 port
for connecting legacy RS-232 devices. The ADU100 includes
a 10′ USB cable. It’s available as a PCB or in an enclosure
with several mounting options. The variety of I/O make it
well suited for integration into a variety of instruments.

The ADU100 costs $199. Three additional USB boards are
currently available. Four more will be available by the
end of 2005.

Ontrak Control Systems, Inc.
www.ontrak.net

http://www.crossware.com
http://www.atmel.com
http://www.ontrak.net
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Problem 1—What was the capacity of the
first generation of 8” floppy disk drives?

Problem 2—What is the structural differ-
ence between NAND flash EEPROM and
NOR flash EEPROM?

Problem 3—What is the difference in
application between NAND flash EEP-
ROM and NOR flash EEPROM?

www.circuitcellar.comCIRCUIT CELLAR®10 Issue 176    March 2005  

What’s your EQ?—The answers are posted at 
www.circuitcellar.com/eq.htm

You may contact the quizmasters at eq@circuitcellar.com

Problem 4—What is the function of the
circuit below?

Contributed by David Tweed
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IIN

Test  Your  EQ
Edited by David TweedCIRCUIT CELLAR 
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EDA tools can vary, the mainstream
tools have achieved a high level of
usability because they are written by
practicing engineers using open-source
methodologies. Best of all (at least for
your CFO), the tools are free to down-
load and use without any royalties,
license fees, or usage limitations. This
means that you can try the tools with-
out hassle, and then use them as often
as you’d like (and install them on
numerous machines) without having to
pay user fees or put up with nagware.

gEDA PROJECT
The gEDA project offers perhaps the

largest and most mature open-source
design suite available for board design.
The gEDA project is an umbrella under
which many different tools, produced by
many different individuals, are gathered
into one interoperable design suite. 

If you design circuit boards and chips,
you’re probably familiar with various
software tools for circuit design. Such
tools fall under the rubric of electronic
design automation (EDA). Many com-
panies offer EDA tools that allow you
to draw a schematic representation of
your design, perform simulations of
the design, create netlists of various
sorts, perform design rule checking,
and lay out your circuit for fabrication
as a PCB or chip. 

Fluency in using a suite of design
tools is an essential part of an engineer’s
job nowadays. If you’re lucky enough to
work for a large, well-funded company,
you’ve probably had the luxury of using
a high-quality commercial EDA suite
costing between $1,000 and $100,000.
Smaller companies and individual con-
sultants must either tighten their belts a
few notches to buy the expensive soft-
ware or forgo the advantages of using
electronic design tools altogether. This
is not an easy choice.

If you’re currently facing the dilem-
ma presented by high tool costs and
increasing design complexity, don’t
despair. Linux—and the open-source
software movement in general—has
come to your rescue! 

Engineers and programmers working
in loose confederation around the
world have succeeded in creating an
astounding variety of open-source EDA
tools suitable for doing circuit design
at a professional level. Commercial-
grade (or nearly commercial-grade) open-
source tool suites exist for numerous
applications, including schematic cap-
ture, analog and digital simulation, PCB
layout, VLSI layout, and Gerber view-
ing. Although the quality of open-source

GPLed electronic design automation,
or gEDA, is a name that alludes to the
tool suite’s license policy (the GPL) as
well as its purpose. gEDA is an EDA
suite suitable for end-to-end PCB design,
from schematic capture to layout. 

The GPL license policy ensures that
the underlying source code is distrib-
uted with the rest of the suite. By dis-
tributing the source code, the tool’s
inner workings remain open and trans-
parent to end users. In practice, you
can download the suite from the proj-
ect web site and compile the source code
with one of several automated installa-
tion methods. Thereafter, you may not
notice or care to notice that the source
code is available. However, access to
the source means that a power user can
always inspect, modify, customize, and
improve the code. Easy customization is
an important feature of the gEDA suite.

FEATURE ARTICLE by Stuart Brorson, Ales Hvezda, & Dan McMahill

gEDA Design Suite for Linux
Wouldn’t it be nice to have professional-quality EDA tools on hand the next time you start
designing a circuit board? Look no further than the gEDA design suite for Linux. Read on to
learn about the free, open-source tools at your disposal.

gEDA Design flow

Preliminary work
(block diagram, parts selection, footprint creation, and 

consideration of different design alternatives)

Generate netlist for simulation
(gnetlist)

Schematic capture (gschem)

Generate netlist for layout
(gnetlist, gsch2pcb)

Netlist
(SPICE, verilog, VHDL)

Netlist

Simulation
(ngspice, tclspice, Icarus
Verilog, Alliance VHDL)

Change
design

PCB layout (PCB)

Gerber file

Inspect Gerbers (gerbv)

Change
design

PCB fab Stuff PCB Play with PCB
in lab

File format

Computer
program

Human 
activity

1 2

Figure 1—Take a look at the gEDA design flow. This figure diagrams the process of creating a circuit board as the
design is carried through schematic capture, netlisting, simulation, PCB layout, fabrication, and testing in the lab.
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Ales Hvezda started the gEDA proj-
ect in the summer of 1997. According
to Ales, he created gEDA to “scratch
the proverbial itch,” a reason cited as
the genesis of many free software proj-
ects. What Ales meant was that he
wanted to design circuits using his
Linux box, but couldn’t because the
EDA tools didn’t exist. Therefore, he
was compelled to write gEDA and then
distribute it in the spirit of cooperative
collaboration. As a result, the gEDA
tools run best on Linux machines.
Nevertheless, considerable effort has
been made to ensure that they also
will run on other Unix variants. Some
will run on Windows as well.

The first publicly available version
of gEDA was released on April 1, 1998.
This software release included only a
bare-bones schematic capture program
called gschem. From this modest
beginning, the gEDA package quickly
grew to include a netlister, a symbol
library, a symbol checker, and a slew
of utilities. As time passed, additional
developers contributed to the project
and these core tools. 

The project also has attracted inde-
pendent developers working on their
own tools who’ve wanted to contribute
to the larger gEDA project. Spurred on
by gEDA’s success at attracting free
EDA projects, Ales renamed the core
components of the suite “gschem and
friends,” or “gaf,” leaving gEDA as the
moniker for the larger suite of tools.
During the last five years, the gEDA
suite has grown to the point where it’s
now worthy of serious consideration if
you’re looking for a low- to mid-level
EDA suite.

gEDA TOOLS
What can you do with the gEDA

suite? Perhaps it’s most commonly
used for designing PCBs with layer
counts up to four or six layers,
even though gEDA tools also exist
for other design tasks. 

To better understand gEDA’s
abilities and uses, take a look at
the design flow shown in Figure 1.
Several components are frequently
used for board design: “geda” (the
project manager), “gschem” (the
schematic capture program),
“gnetlist” (the suite’s netlister),

“gsch2pcb” (a special forward annota-
tion tool for “PCB”),  “PCB” (the board
layout program), and “ngspice,” which
is used for SPICE simulation. With the
exception of PCB and ngspice, these
tools are all part of gEDA/gaf.

Various other tools exist under the
gEDA umbrella, including other simu-
lators (gnucap) as well as programs for
digital logic design (Icarus Verilog and
GTKWave). Figure 1 shows many of
the available tools in the context of
gEDA’s design flow. You may run the
tools from either the Linux command
line as stand-alone applications or use
the gEDA project manager to maintain
your files and run the programs. 

GSCHEM
At the front end, the major tool is

gschem, which is the schematic cap-
ture program that provides all the fea-
tures you’d expect from a schematic
capture program. Use it to input com-
ponents (e.g., capacitors, resistors, and
chips) and connect them with nets
and buses. The program is aware of
electrical connectivity. Furthermore,
it handles attribute attachment, and
provides support for hierarchical designs.
Photo 1 shows gschem in action.

gschem’s easy-to-use GUI allows
you to manipulate your design with
either pull-down menus or hotkeys.
The program is unique because every
function has a hotkey equivalent.
After you learn the program, you can
drive it with one hand on your mouse
and the other on your keyboard. This
operating style makes working with
gschem quick and easy. The key bind-
ings are also configurable, so you can

create your own settings if you don’t
like the default settings.

gschem is used for more than cap-
turing schematics; it’s also used to
create custom component symbols. Its
library currently contains approximate-
ly 1,400 components, but you typical-
ly have to create a few new components
for your designs (like you have to do with
commercial schematic capture packages).

Creating a component involves draw-
ing the graphical elements, adding the
appropriate pins, and adding the neces-
sary attributes. The newly created sym-
bol is then stored as an ASCII file in one
of the directories where gschem looks
for components. The component sym-
bol is available for use in the schemat-
ic as soon as it’s placed in the directory.

An extremely important feature of
gschem (and the rest of the gEDA tool
suite) is that all design files are main-
tained as ASCII text files. The file for-
mat is straightforward, cleanly architect-
ed, and well documented. This feature
stands in contrast to the way design files
are handled by many commercial EDA
packages, which often try to achieve
vendor lock-in by trapping designs in
cryptic binary files and databases. 

Cleartext ASCII files are preferable
to proprietary binary files for several
reasons. ASCII text files are easily cre-
ated and handled using a scripting lan-
guage like TCL, Perl, or Python. This
enables you to use scripts to automate
routine design tasks like creating
complex symbols or to perform auto-
mated DRC checking. More impor-
tantly, you can open your design and
inspect it if a strange bug appears.
Who hasn’t experienced the all-too-

common bug where the tool
thinks the design looks one way
but displays something different?
With gEDA you can use a standard
text editor to inspect your design
file and fix the problem. If your
design is held in a proprietary
binary file, you’re out of luck!

GNETLIST
Following a schematic capture,

the gEDA design flow calls for
netlisting using gnetlist, which is
a command-line program that
reads in your schematic and sym-
bol files and writes out a netlist

Photo 1—This is a typical circuit schematic drawn using gschem,
which is gEDA’s schematic capture tool. gschem is also used to cre-
ate custom component symbols that may be used in your designs.
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from your design. The netlist is a tex-
tual representation of your circuit.
Follow-on programs like a layout pro-
gram or a circuit simulator use it.

Gnetlist is divided into two parts.
The first is a front-end written in C lan-
guage that reads in your design and cre-
ates an internal representation of its
connectivity. The second part is a back-
end written in Scheme language that
converts the internal representation
into a text netlist suitable for output.
The advantage of the divided architec-
ture is that you can easily write new
back-ends to handle new netlist for-
mats. You also can modify and improve
existing netlisters without recompiling
gnetlist. Depending on the complexities
of the target netlist format, you can
write a new netlist back-end in a mat-
ter of hours. 

Only four output netlist formats
were supported in the first few gEDA
releases. But thanks to great communi-
ty interest and involvement, more than
20 different netlist types are currently
supported. Several common commer-
cial layout netlists are supported
(PADS, Allegro, and Protel-II) as well as
the gEDA project’s PCB. Also, netlists
used in simulation may be generated,
including SPICE, Verilog, VHDL, and
RFCascade. (Refer to the “SPICE Your
Design” sidebar for more information.)
Because programming a new back-end
is relatively simple, new netlisters for
other netlist formats are introduced on
a regular basis.

PCB
After a layout netlist is created, it’s

on to the PCB layout. Although gnetlist
supports numerous commercial layout
netlist formats, the gEDA project has
an official layout tool called PCB.
Interestingly, PCB has been around
much longer than the rest of the gEDA
suite. It was originally written about
20 years ago for the Atari computer! It
was ported to commercial UNIX approx-
imately 10 years later. Most recently, it
was adopted by the gEDA community
and put on the SourceForge web site to
facilitate further development. Although
it wasn’t originally written by the same
authors as gschem and gnetlist, PCB has
become so popular with gEDA users
that special tools (e.g., gsch2pcb) have

been written to facilitate the process
of exporting and annotating gschem
schematics to PCB.  

Reflecting its longevity, PCB’s GUI
still uses the Athena widget set.
Furthermore, its behavior is modal,
which means the user interface behaves
differently depending on the program’s
mode. This kind of interface behavior
may be unfamiliar if you’re used to mod-
ern GUIs, but it will feel natural after
you learn it and put in some practice. 

Photo 2 shows PCB in action. PCB
provides all features expected from a
layout tool. It currently contains nearly
2,000 elements in its footprint library,
which is continually expanded and veri-
fied through contributions from the large
user/developer community. Standard
through-hole and surface-mount pack-
ages such as DIP, SIP, SO, QFN, and QFP
are well represented. PCB supports both
manual and autorouting. In addition, it
includes a trace optimizer that can opti-
mize the autorouted layout. As with any
good layout tool, you can manually
route critical analog traces and let the
autorouter handle the digital section
of a board. 

After the layout is finished, PCB
tells you that all the connections have
been made and no shorts exist. PCB
can also perform several design rule
checks. For output, it can generate
postscript for hard copy check plots,
as well as Gerber output for board fab-
rication. Prior to ordering boards, you
can preview the Gerber files with
gerbv, which is an open-source Gerber
viewer that’s part of the gEDA project.

UTILITIES
Besides the core tools used for PCB

creation, the gEDA suite incorporates a
number of handy utilities that assist with
various aspects of the design process.
Let’s take a closer look at a few of them. 

Gattrib is a spreadsheet-based attrib-
ute editor. It allows you to add, modi-
fy, and delete component attributes
over an entire design without having
to click on all the components on each
page of the schematic. Gsymcheck is
a command-line tool for checking a
symbol for syntactic validity. Garchive
is a command-line tool for creating
portable, configuration-independent
project archives. Sarlacc, olib, and con-
vert_sym are file translators from
various commercial EDA tools into
gEDA. Finally, note that tragesym
and gmk_sym are command-line
tools for automating the creation of
complex symbols.

New gEDA utilities continue to
appear as the popularity of the suite
increases. Furthermore, the source
code is available, so you can readily
reuse pieces of it and build on the
work of others. This lowers the barri-
ers for those of you who feel the need to
“scratch the itch” and write a new utili-
ty. You don’t need to reinvent the wheel
if another program does something simi-
lar to what you want. Just borrow the
code and modify it to suit your needs!

COMMUNITY SUPPORT
gEDA’s development and extension

is a vital, ongoing process. The focal
point of the user community is the
“geda-user” mailing list, which is
accessible through the main gEDA web
site (www.geda.seul.org). Questions, as
well as requests for support and advice,
are welcome. Moreover, if you’d like to
contribute a patch or a new utility,
post an announcement on the mail-
ing list and your contribution will be
appreciated. 

To get started with gEDA, refer to
the how-to guides posted on the web
site. There you can learn how to cre-
ate gschem symbols, perform SPICE
simulations, create PCBs, and carry
out a large number of tasks using the
gEDA suite. 

COMMERCIAL ACCEPTANCE
Although gEDA was originally tar-

geted at students and hobbyists, the

Photo 2—Here’s PCB in action. The tool palette is on
the left. The layout under design is visible in the main
window. A large TQFP is being routed on the lower right.
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SPICE Your Design
An important step in the process of designing real analog circuits involves

using SPICE simulation to check your design. SPICE is an open-source pro-
gram with a history and pedigree longer than Linux’s. Originally written at
Berkeley in the 1970s and 1980s, several versions of Berkeley SPICE have
been available on the Internet for years, usually as raw source code. 

A recent highlight of gEDA’s development was the introduction of an advanced
SPICE back-end for gnetlist called spice-sdb, which allows you to easily incorpo-
rate vendor SPICE models into your schematic and output netlist. Coupled with
the availability of open-source SPICE simulators, the gschem-to-gnetlist flow pro-
vides a viable method of designing and simulating complicated analog circuits
without having to spend thousands of dollars on commercial SPICE simulators.

Many people have worked on SPICE, so the different versions on the ’Net
vary in bugginess and features. Therefore, you should be wary of plain SPICE
packages that you can find with on-line search engines (unless you like to
hack, of course). If you want to get going quickly with a working version of
SPICE, stick with one of the packages typically used with gEDA’s other tools.

ngspice is the first SPICE allied with gEDA. University of Rome researchers
originally developed it as a project to rewrite SPICE as a GPLed application, as
well as to provide modern device models missing from the mainstream SPICE
applications on the ’Net. Under the pressures of reality, the researchers’
grandiose goals quickly became more modest: refactor the preexisting SPICE
3f5 code and incorporate a GNU-standard build system into the code base so
that it’s easy to install on Linux machines. Along the way, lots of bugs were
fixed, and the XSpice extensions were integrated into the code to enable simu-
lations of circuits incorporating vendor models with POLY constructs. 

The ngspice project has been successful. The current version, ngspice-15, is
the most advanced, bug-free, open-source SPICE simulator available for Linux.

tclspice is an outstanding example of the advantage offered by the open-
source software development process. It started with the ngspice code, but
extended ngspice by exporting the SPICE command set to the scripting language
TCL. With tclspice, you can write TCL programs that automate the process of
using SPICE. For example, you can write a program that runs a loop, changes
circuit values, and then computes a merit function evaluating your circuit’s
performance for a variety of different circuit values. This facility is particularly
useful if you want to vary several parameters at once. 

You can also use tclspice to generate parametric plots of your circuit. Finally,
you can write custom circuit optimizers that vary the parameters you chose
and perform any optimization algorithm that you can code in TCL. 

A third option for analog simulation is the GNU circuit analysis program
(gnucap), which was written by Al Davis, who is currently a professor of elec-
trical engineering at Kettering University. gnucap is an outgrowth of Al’s
doctoral thesis in which he investigated ways to combine event-driven digital
simulation with standard continuous-time analog simulation. 

gnucap differs from ngspice and tclspice in several ways. First, it isn’t really
SPICE at all. The simulation engine is different. gnucap uses an algorithm com-
bining event-driven digital simulation with continuous-time analog simula-
tion. Also, several new component types are present in gnucap. Native digital
devices are the most important ones. There are also commands and facilities
for behavioral modeling.

gnucap’s extended command set is a super-set of SPICE’s set. On the other
hand, a couple of SPICE devices (e.g., JFETs) are missing, at least in gnucap’s cur-
rent version (0.34). Nonetheless, the gnucap netlist syntax is extremely similar
to SPICE, so SPICE users will feel comfortable with gnucap. 

If you’re using SPICE for a simulation but want a second opinion, try
using gnucap!

http://www.keil.com


http://www.pcbpro.com/cc
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suite has been attracting professional
engineers from the beginning. As gEDA
has matured, a sizeable community of
commercial users has coalesced around
the tools. gEDA’s openness, ASCII file
formats, and liberal distribution policy
make it attractive. Also note that the
commercial use of gEDA isn’t limited
to PCBs. The tools are robust enough
for chip designs. 

A common theme echoed by many
commercial gEDA users is that they
like the flexibility offered by its GPL
license. Clearly, gEDA has found its
way into the commercial market. If
you’re looking for low-cost, flexible,
and transparent design tools, you’ll
probably want to try the gEDA suite.

NONCOMMERCIAL USE
Because downloading the gEDA suite

is free, many noncommercial users
(e.g., academics) use it. Some of their
projects are quite ambitious. 

An outstanding example of such
usage is the Ronja free space optical
data link, which is an opto-electronic
communication system comprised of an
optical transmitter and receiver assem-
bled with lenses and incorporated in a
housing (http://ronja.twibright.com). It
operates at 10 Mbps full duplex over a
distance of 1.4 km using 625-nm LEDs
as the transmit sources. Karel “Clock”
Kulhavy, the Ronja project’s lead
designer, said the system was designed
from end to end using the gEDA design
suite. Following his philosophy of free
technology, Karel has placed all his
design files on his web site for others
to download and use.

Unlike a traditional networking
gadget, Ronja is poised somewhere
between a straightforward technology
product and a political statement.
Although the philosophy behind Ronja
differs from a traditional commercial
application, the same considerations
about tool choice apply: transparency,
good user support, and ASCII files.
Indeed, in a nontraditional user envi-
ronment, the toolset’s openness may
be even more desirable. 

GIVE gEDA A GO
If you’re in the market for high-

quality, low-cost EDA tools, take a
look at the gEDA suite. These free

RESOURCES
Open-source EDA news, www.open
collector.org.

gEDA/gaf info, www.geda.seul.org.

GNU General Public License,
www.fsf.org/copyleft/gpl.html.

ngspice summary, http://sourceforge.
net/projects/ngspice.

PCB info, http://pcb.sourceforge.net.

high-quality, open-source tools are
extremely accessible. 

Like Linux during the late 1990s,
the gEDA suite has a few minor rough
edges; however, it has already become
a solid platform for serious work.
gEDA’s also similar to Linux because
many people initially try it out
because it’s free to download and
install. After trying it, most people
stick with it! I

Stuart Brorson has played with elec-
tricity for as long as he can remem-
ber, sometimes successfully. All of his
university degrees were awarded in
the field of electrical engineering.
Stuart uses the gEDA suite both pro-
fessionally and in his spare time. He
has contributed several utilities to
gEDA/gaf, and occasionally works on
ngspice as well. You may contact him
at sdb@electroniscript.com.

Ales Hvezda is an embedded real-
time software engineer by day and a
free software developer the rest of the
time. He initiated the gEDA project

several years ago and continues to
serve as its benevolent dictator. For
stress relief, Ales likes to play ulti-
mate Frisbee and fence foil. You can
reach him at ahvezda@seul.org

Dan McMahill is a practicing electrical
engineer with more than 10 years of ana-
log and mixed-signal design experience.
He is a regular contributor to the gEDA
and PCB projects. Dan is also a develop-
er for the NetBSD project. When he isn’t
hacking on circuits or software, he can
be found at the ice rink. You may con-
tact him at mcmahill@alum.mit.edu.

http://www.geda.seul.org
http://www.fsf.org/copyleft/gpl.html
http://sourceforge.net/projects/ngspice
http://pcb.sourceforge.net
http://www.opencollector.org
http://www.lemosint.com
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to employ the software to write files
that can be read with Windows Explorer
and a standard flash memory card
reader/writer. First, let’s examine how to
talk to the SD/MMC at the lowest level.

HARDWARE
SD and MMC flash memory cards

both support the SPI transfer protocol
and share an almost identical electri-

Many new microcontroller applica-
tions require the ability to store large
volumes of data. Transferring data
between a portable device and a PC
has become increasingly simple with
the emergence of portable flash mem-
ory cards such as the Secure Digital
(SD), MultiMediaCard (MMC),
CompactFlash (CF), and xD Picture
Cards. For the data to be easily read-
able on the PC, it must be stored
using a file system supported by the
operating system. The industry stan-
dard format for flash memory cards is
the DOS file allocation table (FAT) file
system. In this article, we’ll show you
how to use a microcontroller to read
and write files on an SD or MMC flash
memory card using the FAT system.

If you’ve ever used a USB memory
key or attached a digital camera to
your computer, then you’ve probably
noticed that a new drive appears in
Windows Explorer. You can drag and
drop files to and from this drive. Low-
cost flash memory card readers work
the same way. Wouldn’t it be useful to
write files with your microcontroller
that anyone can open on a PC with a
standard card reader? No special soft-
ware required! Similarly, wouldn’t it
be convenient to read files from a
flash memory card that were written
by a computer? In order to do so, you
need to be able to interpret the FAT
file system with your microcontroller. 

The complete source code needed
for using a FAT16-formatted SD/MMC
with a Texas Instruments MSP430
microcontroller is posted on the Circuit
Cellar ftp site. This way you don’t have
to write your software from scratch. At
the end of this article, we’ll tell you how

cal interface. Connecting the flash
memory card for operation in SPI
mode to a microcontroller is similar
to connecting a standard SPI device
(see Figure 1). A bidirectional chip-
select pin facilitates card detection.
Pins 8 and 9 can be left open. To cre-
ate an easily adaptable FAT decoding
library, roughly 1 KB of RAM is
required on the microcontroller. 

FEATURE ARTICLE by Ivan Sham, William Hue, & Pete Rizun

Portable FAT Library for MCU Applications

Figure 1—Connecting an SD/MMC card to a microcontroller is almost as easy as connecting any other SPI device.
The CS line serves as the SPI chip select, but it also can be polled to determine the presence of a flash memory
card. Because SD cards are slightly thicker, the MMC will fit into an SD cardholder, but not vice versa. We used the
Molex MLX54786 surface-mount SD cardholder.

The DOS FAT file system is the industry standard format for flash memory cards.You can use
a microcontroller to read and write files on an SD/MMC flash memory card with the FAT sys-
tem. Read on to learn how to build a portable FAT library for MCU applications.
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We chose the MSP430F449 because
it has 2 KB of RAM, leaving a full 1 KB
for stack and other variables. Photo 1
shows the latest project we completed
with SD/MMC flash memory cards.

MEMORY CARD ACCESS
The low-level data transfer between

the microcontroller and the SD/MMC
is relatively straightforward. An SPI
interface permits communication with
only four physical connections (CS, SDI,
SDO, and SCLK) besides power and
ground. In SPI mode, the SD and MMC
share an identical set of instructions.

To read or write data stored on a
memory card, you must first perform
the proper initializations. Because
both the SD and MMC cards start in
their native transfer modes at power-
up, they must be placed in SPI mode.
The initialization code needed to
accomplish this is shown in Listing 1. 

SD/MMC cards sample data input
on the rising clock edge and set data
output on the falling clock edge, so the
microcontroller’s SPI module should be
configured accordingly. It’s critical that
the data input line is held high while
waiting for the memory card to respond,
as well as when the memory card is
sending data to the microcontroller.

The first line of the initialization code
disables the memory card by raising the
active-low chip-select line (MEM_CS).
The loop that follows ensures that the
memory card has enough time to com-
plete its internal power-up sequence.
The spi_put(byte x) function
clocks its argument out of the micro-
controller and into the SDI pin of the
memory card. It’s important that the
argument is 0xFF during this time in
order to ensure the memory card pow-
ers up properly.

The chip-select line is then lowered
and a 0x40 command (initialize card
to the idle state) is sent with the argu-
ments 0,0,0,0 and the CRC of 0x95.
It’s the state of the chip-select line
(held low) during this reset procedure
that places the memory card in SPI
mode. The CRC for this command is
precalculated. This is the only time
the CRC value is critical, because the
CRC is disabled after the card enters
SPI mode. The send_command(byte
cmd, byte arg1, byte arg2, byte

arg3, byte arg4, byte crc) func-
tion simply transmits its arguments
sequentially via six repeated calls to
spi_put(byte x). 

The next line of the code calls
card_response(byte x) to wait for
an appropriate response from the mem-
ory card. This function repeatedly calls
spi_get() and waits for the token

specified by the argument before
returning true. False is returned if a
match is not received after a number of
attempts. The expected token is 0x01
for the initialization command.

To get the card out of the idle state,
the 0x41 command is sent repeatedly
until the expected response is detected.
If the card doesn’t respond as expected
after 255 tries,
initializeMemCard() returns
false, and the application can start
anew. 

After the expected response is
detected, the chip-select line is set
high and a dummy byte is sent, gener-
ating eight additional clock cycles to
permit the memory card to complete
its internal operations. The extra clock
cycles are necessary for all commands.

We’ve given you an in-depth look at
the initialization process because
most events share a similar flow of
events. First, lower the chip-select
line. Second, clock out the command:
command index (1 byte), arguments
(4 bytes), and CRC (1 byte). Third, wait
for a response byte from the memory
card. Fourth, wait for the data token (for
read operations), or clock out the data
tokens (for write operations). Fifth,
transmit or receive a block of data to or

Photo 1—The board writes files to an SD card, which
conveniently allowed us to store many megabytes of
data, and then later transfer the data to a computer
using readily available hardware. The MSP430 proces-
sor can write files to the flash memory card, which sub-
sequently can be opened in Windows Explorer using a
standard card reader. It can also read files from the flash
memory card stored using a standard card reader/writer.

Listing 1—Initializing the memory card involves powering up the card properly and placing it in SPI mode. The
state of the chip select line (held low) during this reset procedure places the card in SPI mode rather than its
native Transfer mode.

boolean initializeMemCard(void)
{

MEM_CS = HIGH;
for(i= 0; i < 10; i++)
{

spi_put(0xFF);
}
MEM_CS = LOW;
send_command(0x40,0,0,0,0x95);
if(card_response(0x01))
{

i = 255;
do
{

send_command(0x41,0,0,0,0,0xFF);
i—;

} while (!card_response(0x00) && i > 0);
MEM_CS = HIGH;
spi_put(0xFF);
if(i == 0)
{

return false;
}
return true;

}
return false;

}
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from the memory card. Sixth, receive
2 bytes of error-checking information.
Seventh, raise the chip-select line. Finally,
generate eight clock cycles for the
memory card to complete the operation.

The fifth and sixth steps were
absent from the initialization routine,
but they’re the meat of read and write
operations that we’ll cover next. The
memory card should automatically
initialize to its 512-byte default
read/write block size that matches the
FAT sector size; nevertheless, it’s good
practice to ensure this using the set
block length command. Table 1 shows
all the byte codes for the SD/MMC
commands needed to implement the
FAT file system software. Although
the memory card supports single- and
multiple-block read operations, let’s
stick with single-block 512-byte reads
(clock out the read block command,
0x51, with the byte address as the 4-byte
argument).

Make sure the address argument for
the read/write command is properly
formatted for read/write operations.
For example, if you want to read the
2,005 physical sector, the 4-byte
address should be 0x00, 0x0F, 0xA8,
0x00 because the sectors are num-
bered starting with zero. Sector 2,004
has a 0x000FA800 byte address, which
is determined in the following fash-
ion: (2005–1) × 512 = 1,024,048 =
0x000FA800. Note that SD/MMC byte
addresses are in big endian format.

The code in Listing 2 will read sec-
tor 2,004 in the memory card. It’s sim-
ilar to the initialization routine. The
most notable difference is the pres-
ence of a second call to
card_response(byte x). The argu-
ment (0xFE) in the second call to this
function is the data token. All data
transfers with the memory card begin
with this token. The 512 calls to
spi_get() in the loop fill buf with
the contents of sector 2,004. The two
extra calls to spi_get() clock in the
unused CRC bytes attached to every
data block sent by the memory card. 

Writing data is similar to reading
data; the only difference is the direc-
tion of the data flow. In a read opera-
tion, the memory card provides the
data token and the data. In a write
operation, it’s the microcontroller’s

responsibility to provide them. To write
a block of data to the memory card, you
have to send the Write Block command
(0x58) with the properly formatted
address, wait for the response byte,
generate eight clock cycles, send the
data token, and begin clocking out the
data. Don’t forget the 2 bytes of error
code at the end of the data block. The
code posted on the Circuit Cellar ftp
site (WriteSDMMC.doc) writes the
contents of the character array buf to
sector 2,004 of the memory card.

Unlike with the read operation, you
must make sure the memory card has
completed its internal write operation
after you clock out the data block.
Checking the output from the memo-
ry card for a data-response byte can do
this. The checkWriteState() function
repeatedly calls spi_get() as it looks
for the token 0x05. After the token 0x05
is detected, the completion of the write

operation is signaled by the first nonzero
byte detected by spi_get().

Now that you know how to inter-
face with the SD/MMC, let’s look at
how the FAT file system works. We’ll
provide you with a basic introduction
to FAT. There’s a wide range of litera-
ture describing the FAT file system,
from its origins in the PCDOS and
MSDOS operating systems to its cur-
rent applications in Windows.

FAT EXAMPLES
Let’s first take a look at two exam-

ples of reading and writing files on a
memory card. Assume we’re working
with a card formatted in FAT16, which
uses 16-bit numbers to keep track of
storage locations in the file system.
Approximately 65,000 unique locations
may exist in a FAT16-formatted disk.

A memory card is formatted like a
hard disk with a single partition (the

Listing 2—Reading a 512-byte sector involves sending the Read Block command with the address to read,
and then generating the SPI clock signals to read the 512 bytes from the memory card, paying attention to the
idiosyncrasies of the flash card.

unsigned char buf[512];
boolean read_sector(void)
{

unsigned short i;
boolean retval = false;
MEM_CS = LOW;
send_command(0x51,0,0x0F,xA8,0,0xFF);
if(card_response(0x00))
{
if(card_response(0xFE))
{

for(i = 0; i < 512; i++)
{
buf[i] = spi_get();

}
spi_get();
spi_get();
retval = true;

}
MEM_CS = HIGH;
spi_put(0xFF);

}
return retval;

}

Command
Byte
code

Response byte Data token received Data tokens transmitted

Initialize card to idle state 0x40 0x01 – –

Bring card out of idle state 0x41 0x00 – –

Read block 0x51 0x00 0xFE –

Write block 0x58 0x00 – 8 clock cycle, 0xFE

Set block length 0x50 0x00 – –

Table 1—Although the SD and MMC flash cards respond to many commands, only four are required to implement
our FAT library. It’s good practice to set the card’s block length to 512 to match the FAT sector size, but it isn’t
required because this should be the default value.
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primary DOS partition). As you can see
in Figure 2, the first sector (512 bytes)
of the memory card contains the mas-
ter boot record (MBR). The FAT parti-
tion (primary DOS partition) immedi-
ately follows it. The partition begins
with some reserved sectors (the first
of which is the boot record, which
shouldn’t be confused with the MBR),
one or more FATs, and a root directory
table. The data area follows the root
directory; it’s organized as groups of
sectors called clusters. Storage space is
allocated to files one cluster at a time.

Note that the MBR contains a small
bootstrap loader program and the par-
tition table. In a real hard disk, the
bootstrap loader finds and runs the
secondary bootstrap loader in the active
partition’s boot record. In a memory
card, the MBR still contains the primary
bootstrap program, but computers only
use the partition table information.

READ A FILE
Consider the task of reading the file

called hello.txt stored in the root
directory and placing its contents
(“Hello World!”) in a character array.
You can experiment with this example
by typing “Hello World!” in a text editor
and saving the file in a memory card’s
root directory. To read the file, you must
first locate its entry in the root direc-
tory table located in the memory card
after the FAT tables (see Figure 2). 

The root directory table is organized

like a spreadsheet (see Table 2). Each
32-byte row corresponds to a possible
file entry. Some rows, however, might
be blank (filled with 0 bytes) or refer to
deleted files. The spreadsheet’s columns
provide information about the file. The
first column represents the name. The
second column represents the exten-
sion. (FAT16 uses 8.3 file names. The
decimal point isn’t recorded.) The
penultimate column contains the num-
ber of the first cluster that contains the
file’s data. The final column contains
the file size in bytes (little endian for-
mat). Other columns (bytes 11 through
25) represent various attributes and cre-
ation/modification dates.

To locate the hello.txt file, examine
the name and extension columns in the
root directory and look for a match.
Because the root directory is just data
stored in physical memory, you can read
the root directory table into your micro-
controller sector by sector, using the
read_sector() function. The first sec-
tor in the FAT partition is the boot
record, which includes parameters that
tell you the sector where the root direc-
tory begins. Note that these parameters
can be complicated. 

Let’s assume for now that you know
which sectors contain the root direc-
tory table. You also know the length,
in bytes, of each row in the table. You
can easily imagine the process of writing
a function to search the spreadsheet
for hello.txt. In return you get the row

number corresponding
to the file entry. If a
match isn’t found in
the sectors assigned to
the root directory table,
then the sought after
file doesn’t exist in
the root directory. 

The original design-
ers of the FAT file sys-

tem kept things simple. The
first characters in the names
of deleted files are replaced
with a special (non-alphanu-
meric) value. The first row
that begins with a 0 byte
(0x00) indicates that no sub-
sequent rows have been
used. Therefore, unless the
root directory held its maxi-
mum number of files at

some point, the search can stop without
having to read to the last row of the table.

Let’s assume that your search is posi-
tive and that you know the row corre-
sponding to the file entry for hello.txt.
You can read the 2 bytes from the first
cluster column in little endian format
to determine where the first chunk of
information is located. You can read the
size column to determine the file’s size.
To start reading the file contents, you
must locate the first sector of the first
cluster. The boot record also contains
a parameter that tells you how many
sectors are grouped together in a cluster. 

Note that the number of sectors per
cluster (the allocation size) is deter-
mined when a disk is formatted. Larger
clusters allow smaller FAT tables and
larger disks to be used within the
65,000-location limit. Nevertheless, they
result in wasted space at the ends of files
that don’t use most of their last clusters.

The data area starts right after the
root directory, so you can locate the
first sector of the first cluster in the
following way. If the first cluster col-
umn for hello.txt contains the number
107, the data in hello.txt begins at clus-
ter 107 within the data area. (The first
cluster in the data area is cluster num-
ber 2, because entries 0 and 1 in the
FAT are reserved for holding informa-
tion about the FAT table.) Now sup-
pose your FAT file system has four sec-
tors per cluster. This means the begin-
ning of the file is located in the
absolute sector number:

The first sector of data area is computed
with the parameter from the MBR to
locate the beginning of the FAT parti-
tion, and then uses the FAT boot
record’s parameters to locate the
beginning of the data area.

first sector of data area  + 
first cluster  2   sector

( )
( ) ss per cluster( )×–[ ]

Figure 2—In this memory map of a FAT16-formatted memory card, the data area is organized as groups of sectors called clusters.
The FAT file system keeps track of how much storage is allocated to each file one cluster at a time.

Master root
record and

partition
table

Low-level system area

Reserved sectors

FAT
Boot

record

First FAT Second
 FAT

FAT Areas Root 
directory

table Cluster
2

Cluster
3

Cluster
4

Cluster
5

• • •

Data area Last 
cluster

End of disk
(last sector)

Beginning of disk
(first sector)

Primary DOS partition

Disk (memory card)

Table 2—The root directory table is organized like a spreadsheet. Each row
corresponds to a file entry. The columns provide information about the file. The
number of root directory entries (rows) may vary depending on the size of the
disk. A common value is 512, in which case this table occupies 32 sectors.

Byte numbers 0–7 8–10 11–25 26–27 28–31
File 1 properties name extension attrib., date first cluster size
File 2 properties name extension attrib., date first cluster size
… … … … … …
File n properties name extension attrib., date first cluster size
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single cluster. How can you determine
where the rest of the file data is locat-
ed? The answer is in the FAT. After
reading the data from cluster 107, you
would go to entry 107 in the FAT to
determine the next cluster’s location. 

There can be more than one identi-
cal copy of the FAT (see Figure 2). The
boot record contains parameters that
tell you how many FATs are present,
the sector length of each FAT, and
where the first FAT starts relative to

Returning to hello.txt, note that its
entry size column reveals that the file
is 12 bytes long. Thus, everything nec-
essarily fits in the first cluster (and
the first sector). Now the read_sec-
tor() function can read the file data
into your microcontroller. All the
bytes after the twelfth are disregarded.

Imagine modifying hello.txt with
your PC so it contains 1,000 lines
reading “Hello World!”. The contents
of this modified file might not fit in a

the boot record. Each FAT16 entry is a
16-bit number in little endian notation,
so entry 107 is at the 214 and 215
bytes in the first sector of each FAT.

Multiple copies of the FAT are main-
tained to aid in the recovery of a cor-
rupted file system. The FAT file system
structure is simple, but not too robust.
If a power failure or computer crash
occurs while you’re updating informa-
tion in a FAT, you could lose the alloca-
tion chains of numerous files. Each of
the FAT copies is updated separately, so
only one FAT could get corrupted during
a failure. Operating system utilities
such as CHKDSK and SCANDISK
attempt to minimize data loss by recov-
ering as much information as possible
from the uncorrupted copies of the FAT.

To find the next cluster in the file,
read the appropriate sector (usually
from the first copy of the FAT) into
the microcontroller using the
read_sector() function and then
examine the appropriate bytes. Let’s
say that entry 107 in the FAT contains
the number 489. This means the sec-
ond block data for the file is sitting in
cluster 489. The third block of data is
sitting at the cluster number written in
FAT entry 489, and so on. Repeat this
process until you’ve pieced the entire
file together. You’ll know when to stop
looking for more data, because the direc-
tory entry will tell you how many bytes
the file contains. Moreover, an entry in
the FAT that contains a value of 0xFFF8
through 0xFFFF means there aren’t addi-
tional clusters associated with the file. 

WRITE A FILE
As a second example, consider creat-

ing the goodbye.txt file in the root
directory with the contents “Goodbye
World!”. First, you need to find a
usable row in the root directory table
to make a new entry. You can do this
by searching for file names starting
with a hexadecimal character, 0xE5 or
0x00, corresponding to deleted or
unused entries, respectively. After you
find a usable entry, write the file name
with the extension, time of creation,
and file attribute to the root directory
table. The attribute field at byte 11 of
a directory entry contains a number of
bit flags, including one that indicates
whether the entry is a file or subdirecto-

http://www.cadsoftusa.com
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ry entry. When creating regular files,
you must set the attribute field to 0x20.

A complication is that you also need
to record the location of your file’s first
cluster in the table. Before doing so, you
need to know where that should be.
There are two cases you must consider.
In the first, you are reusing an entry for
a deleted file. The first cluster value and
the entire FAT chain for the old (deleted)
file is still intact. You can write over the
data in the clusters in the existing FAT
chain. Add clusters if the new file is
longer than the old one.

To reduce disk I/O when a file is delet-
ed, only the first character of its file
name is replaced with 0xE5. Its directory
entry and the FAT chain are left intact
instead of following the chain and setting
all its cluster entries to 0x0000 (unused).
This is why files could be undeleted. It’s
also the reason why you could run out of
space on a disk that’s still reporting avail-
able free space if you’re trying to create a
file in a different subdirectory than one
in which the deleted entries were locat-
ed. Later operating system versions will
search for the FAT chains belonging to
deleted files when this occurs.

If you are populating a previously
unused directory entry and you must
find an unallocated cluster, unused clus-
ters are signified by a zero entry in the
file allocation table. Simply scan through
the FAT (by reading it from our memory
card one sector at a time) and look for
a zero entry. After an entry is found,
change its value to 0xFFFF (by writing
the modified sector back to the memory
card) to signify the end of the file, and
then record this location in the root
directory table.

With the location of the empty cluster
assigned to the new goodbye.txt file, you
can start writing its contents (“Goodbye
World!”). You must write at least the
first sector of the cluster. Place the string
in the beginning of a 512-byte character
array buffer and use the write_sec-
tor() function to send it to the memory
card. It doesn’t matter what the buffer
contains after the last character in your
string. We knew that our entire file fit
within the first sector of one cluster, so
we didn’t need to write the remaining
sectors in the cluster.

After adding the content to the file,
update the file size listed in the direc-

tory table. It’s good practice to update
the access/modify time for the file as
well. If a file has grown and it requires
more than one cluster of storage space,
a new empty cluster must be located in
the file allocation table. The location
of this new empty cluster is placed in
the entry for the previous cluster in the
FAT, and the FAT entry for the new
last cluster is changed to 0xFFFF to
indicate that it’s now being used and
that it’s the end of the allocation chain.

In this fashion, a FAT chain (and there-
fore a file) may grow to any length as
long as there are clusters available.

SOFTWARE
The task of creating microcontroller

software to read and write FAT-formatted
disks can be daunting. The basic software
package posted on the Circuit Cellar
ftp site should allow you to start reading
and writing files to the root directory of
a memory card formatted in FAT16.

http://www.expresspcb.com


SOURCES
MLX54786 SD memory card connector
Molex
www.molex.com

MSP430x44x Microcontroller
Texas Instruments
www.ti.com

PROJECT FILES
To download the code, go to ftp.circuit
cellar.com/pub/Circuit_Cellar/2005/176.

RESOURCES
J. Bachiochi, “SmartMedia File Storage,”
Circuit Cellar 143–144, June–July 2003.

FAT File systems and SD/MMC com-
mands, www.ntfs.com/fat-systems.htm.

FAT resources, www.systemsmedic.com
/SoftwareEdu2.htm; http://students.cs.
byu.edu/~cs345ta/labs/winter04_specs/
lab_fat_help.htm; www.seas.ucla.edu/
classes/mkampe/cs111.fq04/docs/dos.
html; www.extonpccouncil.org/Resources
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We based this article on FAT16
because it makes the code simple to
understand. FAT32 is more complicated,
but numerous books and papers have
been published that address every ver-
sion of FAT (FAT12, FAT16, and FAT32).

We wrote the software for the
MSP430F449 (see Figure 1). You can
easily port it to another platform. We
ported our library to the PIC18Fxxxx.
We have a commercial version that
works with FAT32, manipulates files
with long file names, and performs
directory operations. The FAT soft-
ware package is based on two mod-
ules, HALayer and FATLIB, each of
which consists of a .C (source) file and
an .H (header) file. To write a program
that can access an SD/MMC card, sim-
ply include the two header files and
call the appropriate functions in your
main program.

Listing 3 is a sample main program
that reads the first 12 characters from
the hello.txt file in the root directory.
It prints the string to an LCD (presum-
ably the ubiquitous “Hello World!”).
The program then creates a goodbye.txt
file and writes the “Goodbye World!”
string. After the main program is com-
plete, you should be able to insert the
memory card into a standard memory
card reader/writer on your computer.
You’ll see the goodbye.txt file in
Windows Explorer. Verify its contents.

TIME TO WORK
We’ll continue to enhance our

FATLIB with features as required by
our customers. Now it’s your turn to
develop an exciting application for an
SD or MMC memory card. I
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is currently a Ph.D. student at the
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Listing 3—The demo program illustrates the process of reading and writing to the SD/MMC card with our FAT library.

int main(void)
{

signed int stringSize;
signed char handle;
char stringBuf[100];
cpu_init(); //Initialize the CPU clocks, etc.
eint(); //Enable global interrupts (if required).
fat_initialize(); //Initialize the FAT library.

handle = fat_openRead(“hello.txt”);
if (handle >= 0)
{

stringSize = fat_read(handle, stringBuf, 99);
stringBuf[stringSize] = ‘\0’;
lcd_print(stringBuf);
fat_close(handle);

}
handle = fat_openWrite(“goodbye.txt”);

if (handle >= 0)
{

strcpy(stringBuf, “Goodbye World!”);
stringSize = strlen(stringBuf);
fat_write(handle,stringBuf, stringSize);
fat_flush(); //Optional.
fat_close(handle);

}
while (1)
{

//Stay here.
}

}
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mechanisms you choose and ensure
that they are correctly implemented.
Improper implementation of a security
feature gives you a false sense of securi-
ty and is usually how an attacker will
successfully penetrate your product.  

A product’s enclosure and circuit
board are the two layers of security I’ll
cover in this series (see Figure 1). The
design features of each layer are impor-
tant, and a layered solution (such as
implementing multiple security mech-
anisms) decreases the changes of a suc-
cessful attack against your product. For
more information about the impor-
tance of embedded security, the types
of threats to your product, and getting
into the mind of an attacker, refer to
my article “Understanding Embedded
Security” (Circuit Cellar, 169, August
2004). 

A secure enclosure is critical for
preventing attackers from gaining
access to your product’s internal cir-
cuitry. An attacker will reverse engi-
neer an accessible circuit board to cre-
ate a schematic and then identify pos-
sible attack vectors. Most products
don’t incorporate mechanisms to pre-
vent them from being opened. In
many cases, it’s as simple as loosening
a few screws or prying open the side
with a knife or screwdriver (see Photo 1).

ANTI-TAMPER MECHANISMS
The purpose of an anti-tamper mech-

anism is to prevent an attacker from
physically or electronically tampering
with your device. Anti-tamper mecha-

In this two-part series of articles, I’ll
focus on design solutions and protec-
tion methods for secure hardware. I’ll
answer the “how” of embedded securi-
ty. In doing so, I’ll describe previously
successful hardware attacks. By study-
ing such attacks, you can learn from
the design mistakes and improve your
products. 

Let’s start with the premise that
nothing is 100% secure. No matter
how many layers of security you use
(e.g., tamper proofing, cryptographic
processors, and sensors), a determined
attacker can always undermine your
product. As gloomy as that sounds, your
challenge is to figure out what you need
to protect your product. You could
have a top-of-the-line lock installed on
a 4′-thick titanium door, but even the
best security is useless if you hide the
key to the door underneath the doormat.
Or what if you lock the front door, but
forget to lock the window? One attack
vector is secure (the front door), but
another still exists (the window). 

You must understand the security

nisms must be properly implemented to
be successful. They can be divided into
four groups: resistance, evidence, detec-
tion, and response. Such mechanisms
are most effectively used in layers to
prevent access to critical components. 

Normally, it’s only by disassembling
a product that an attacker can discov-
er the anti-tamper mechanisms. This
may require him to obtain more than
one device in order to sacrifice one for
the purpose of discovering such mech-
anisms. After the mechanisms are
noted, he can form hypotheses about
how to attack and bypass them. 

In “Physical Security Devices for
Computer Subsystems: A Survey of
Attacks and Defenses,” Steve
Weingart describes anti-tamper mech-
anism attacks and defenses, ranging
from the inexpensive and simple to
extremely costly and complex. The
paper is a comprehensive guide to
many (if not all) known types of
attack. It provides a list of solutions
for protection against attacks. 

Physical attacks are achieved by prob-
ing (e.g., passive, active/injector, pico
probes, and energy), machining methods
(e.g., manual material removal, mechan-
ical, water, laser, chemical, and shaped
charge), and electrical tactics (e.g., radia-
tion imprinting, temperature imprinting,
high-voltage imprinting, power supply
fluctuations, clock glitching, circuit dis-
ruption, and electron beam and infrared
laser read/write). Corresponding counter-
measures for these attacks are described
in the paper. You can use various

FEATURE ARTICLE by Joe Grand

Embedded Security Design (Part 1)

Product enclosure

Circuit board

Firmware

Figure 1—To protect your hardware with layers of
security, you must design multiple security mechanisms
on each level of the product.

Last August, Joe introduced you to the topic of embedded security. Now he’s focused on
showing you the proper techniques to get the job done.This month he explains how design-
ing the right enclosure can prevent tampering and reduce the possibility of a passive attack
like someone eavesdropping on your product’s EMI emissions.

Product Enclosure
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types of physical barriers (e.g.,
hard barriers, single-chip coatings,
and insulator-based substrates).
Tamper-evident solutions (e.g., brittle
packages and crazed aluminum),
tamper detection sensors (e.g.,
motion, ultrasonic, microwave,
and infrared), and tamper response
technologies (e.g., RAM power
drop, RAM overwrite, and physi-
cal destruction) are also options. 

TAMPER RESISTANCE
Tamper resistance consists of using

specialized materials to make it diffi-
cult to tamper with a device or mod-
ule. This can include features such as
hardened steel enclosures, locks,
encapsulation, and security screws. A
side benefit of many tamper-resistant
mechanisms is that they’re often
tamper-evident, which means you can
observe physical changes in the product.

If you’re designing or retrofitting a
housing that requires screws, consider
implementing one-way screws—
which are designed to be tightened,
not loosened—that will offer addition-
al tamper resistance. Security screws
(i.e., screws that have a specially
shaped, non-standard head) are not
sufficient because the bits to such
screws can be obtained on the ’Net
and at most electronics stores.
Although an adversary can drill
through one-way screws, they make it
more difficult than an industry-stan-
dard screwdriver, Torx driver bit, or
other security screw. The Thomas
Register Directory provides a long list
of security and tamperproof screw
manufacturers and suppliers
(www.thomasregisterdirectory.com).

You should also consider sealing
both sides of the housing together in
such a way that would require an
attacker to destroy the device in order
to open it. Many plastics are sensitive
to heat and melt at fairly low temper-
atures, so an attacker could easily pry
open your sealed housing with a heat
gun and X-Aacto knife. 

If preventing access to your circuit-
ry is a concern, consider high-temper-
ature glue or ultrasonic welding to
seal the housing. If you use high-tem-
perature glue, choose one with a high-
er softening point than your plastic

housing in order to increase visible
tamper evidence. (Your product’s plastic
will melt before the glue, thus providing
evidence that it’s been tampered with.)

Serviceability may be an issue if
your product is meant to be opened by
authorized personnel. If a legitimate user
can open the device, an attacker can too. 

TAMPER EVIDENCE
The goal of tamper evidence is to

ensure that there is visible evidence left
behind when tampering occurs. Tamper-
evident mechanisms are a major deter-
rent for minimal risk takers (e.g., unde-
termined attackers or curious hobbyists).
Hundreds of tamper-evident materials
and devices are available; most consist
of special seals and tapes that make it
obvious when tampering has occurred.  

Tamper evidence features are success-
ful only if there is a process in place to
determine if tampering has occurred or
if the legitimate owner of the device
notices a deformity. Generally speak-
ing, if an adversary purchases a product
with the specific intention of attacking
it, tamper-evident mechanisms alone
will not prevent the attack. 

In Vulnerability Assessment of
Security Seals, Roger Johnston and
Anthony Garcia explain how they
were able to defeat 94 different securi-
ty seals (e.g., adhesive tape, plastic,
and wire loop) using low-cost tools
and readily available supplies. The
time for a successful attack ranged
from 3 s to 125 min. The cost of the
necessary attack tools ranged from
$0.15 to $750.

Even though Johnston and Garcia
proved that many security seals could be
broken, it’s still better to employ a solu-
tion rather than leave one out because
it might be bypassed. A simple solu-
tion is Holdtite’s Secure 42 super glue,
which can provide evidence of tamper-
ing when placed on screw holes, poten-

tiometers, and other moveable
objects. 

More complex solutions include
using brittle plastics and enclo-
sures that crack or shatter when
an attacker attempts to penetrate
them. You could also try covering
the housing with “bleeding” paint.
When the surface of your product is
scratched, paint of one color is mixed

with a paint of a contrasting color. 

TAMPER DETECTION
Tamper detection mechanisms

enable you to be aware of tampering.
Such mechanisms typically fall into
one of three groups: switches, sensors,
and circuitry.

Switches include microswitches,
magnetic switches, mercury switches,
and pressure contacts to detect the
opening of a device, the breach of a
physical security boundary, and the
movement of a particular component. 

The sensor group includes tempera-
ture sensors, voltage sensors, and radi-
ation sensors for X-rays and focused
ion beams, which are often used for
advanced attacks to image and modify
integrated circuits at the die level. 

The circuitry group includes flexible
circuitry, nichrome wire, and fiber optics
wrapped around critical circuitry or
specific components on the board.
These materials are used to detect if
there has been a puncture, break, or
attempted modification of the wrap-
per. For example, if the resistance of the
nichrome wire changes or the light
power traveling through the optical
cable fluctuates, the system can assume
there has been physical tampering. 

W. L. Gore and Associates’s D3 elec-
tronic security enclosures are designed
to protect the physical security bound-
ary of a module (www.goreelectronics.
com/products). They combine a num-
ber of tamper evidence and detection
features. The sensor comes as a fold-
able sheet that wraps around your
product. Conductive ink crisscrosses
through the sheet with a maximum dis-
tance between traces of 200 to 300 µm
(a pitch too small to be drilled through
without detection). The electrical state
of the sensor changes if the field is bro-
ken. This triggers the product to enable
its tamper-respondent mechanisms. 

Photo 1a—Check out how easy it is to open the housing of an Apple
iPod with a jeweler’s screwdriver. b—Most products don’t incorporate
security mechanisms to prevent them from being opened.[1]

a) b)



W. L. Gore and Associates claims
the device is transparent to X-rays,
which may be used to determine the
location of the sensor within the prod-
uct, and that it has been tested against
a wide range of reagents and solvents.
The outer layer has an opaque resin
coating that conceals the sensor’s sur-
face details and prevents an attacker
from seeing any traces. This product
also meets the requirements of FIPS
140 level 4 specification for cryptograph-
ic modules (csrc.nist.gov/cryptval).

TAMPER RESPONSE
Tamper-response mechanisms are

the actions or countermeasures taken
after tampering is detected. Most
often, the response consists of com-
pletely disabling the device or erasing
critical portions of memory to prevent
the attacker from accessing secret
data. Response mechanisms may be
simpler, such as those that just log the
type of attack detected and the time it
occurred. Such logs can provide useful
audit information and help with
forensic analysis after an attack.

It is unlikely that tamper response
mechanisms will trigger accidentally.
Even still, as a designer or legitimate
user, you must understand the environ-
mental and operational limits of the
device, and keep it within those limits.
Many tamper-responsive devices are
designed and manufactured with the
stipulation that they’re never to be
opened (legitimately or not).

EXTERNAL INTERFACES  
Sometimes an attacker can success-

fully defeat a product’s security mech-
anisms without having to open it.
External interfaces, which are a prod-
uct’s lifeline to the outside world,
may be used for a number of purposes,
including connecting to peripherals,
field programming, and testing during
product manufacturing. Typical inter-
faces such as RS-232, USB, FireWire, and
Ethernet are usually used for data syn-
chronization (e.g., HotSync for Palm
devices and ActiveSync for Pocket PC
devices) and device communications.
Although physical connections are the
focus of this section, it is important to
note that wireless interfaces—including
but not limited to Wi-Fi, Bluetooth,

ZigBee, and IrDA—are at risk and also
should be secured. Each protocol has its
own set of implementation and securi-
ty issues that must be considered
when they are designed into a product. 

Photo 2 shows an example of a pro-
prietary external interface on the
Nokia model 3360. The test points
(the five metal dots) are accessible
behind the phone’s battery. If an
attack is possible using this interface,
the battery can be replaced afterwards,
leaving no signs of tampering. Simply
obfuscating these interfaces with pro-
prietary connector types or hidden
access doors and holes is not suitable
because they are easily discovered.

When an attacker gains access to an
external interface, the first thing he’ll
usually do is probe the connections to
determine the interface’s functionality
(if it isn’t obvious). Monitoring the test
points for device-generated signals (using
a multimeter, oscilloscope, or logic
analyzer), and then manually toggling
the state of the pins to induce a response
from the device, usually achieves this.
Knowing the state of the pins can help
an attacker make an educated guess
about the product’s type of interface. 

After the interface is known, it is
trivial for an attacker to monitor the
communications using a dedicated hard-
ware tool such as a protocol or logic ana-
lyzer. He could also use software-
based tools like SnoopyPro for USB
(sourceforge.net/projects/usbsnoop),
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SysInternals’s PortMon for serial (RS-
232) and parallel ports (www.sysinter-
nals.com/ntw2k/freeware/portmon.shtm
l), and Ethereal for network protocols
(www.ethereal.com). One attack
against a known protocol is to gener-
ate malformed or intentionally bad
data. If the product doesn’t handle
such data properly, the device may
respond in an unintended way that’s
useful to the attacker. Watching the
external interface can also yield inter-
esting product-specific pieces of data.  

Some products also implement
development or programming inter-
faces such as the industry-standard
JTAG IEEE 1149.1, which isn’t meant
for everyday consumer use, but can
benefit an attacker immensely. JTAG
is a four- or five-wire chip-level inter-
face used for testing and debugging
purposes (e.g., system-level testing,
boundary-scanning, and the low-level
testing of dies and components). An
attacker could use it to probe device
hardware and communicate with any
devices connected to the chip that
supports the interface (e.g., flash mem-
ory connected to a microprocessor that
contains a JTAG module). For example,
xda-developers.com discovered an attack
against an XDA Pocket PC-based device
through its JTAG interface in which
wires were simply attached to the prop-
er test points and the system’s internal
flash ROM could be reprogrammed.[2]

Removing external programming or
test interfaces may increase the com-
plexity of manufacturing or field
upgradeability at the expense of secu-
rity. Test points that aren’t absolutely
necessary should be removed. Those
that must remain on the board should-
n’t be obvious and should be placed in
areas that are hard to probe after
assembly. JTAG functionality should be
removed from production units if possi-
ble. If an interface is simply obfuscated
or disconnected from the device (such as
by blowing fuses or cutting traces on the
PCB during manufacturing), an adver-
sary could easily reconnect or repair
the interface and launch an attack.  

If you must have an external inter-
face, use caution when connecting to
the outside world. No secret or criti-
cal components should be able to be
accessed through the external inter-

Photo 2—Take a look at the hidden external interface
on a Nokia 3360. The test points are concealed behind
the battery. An attacker can easily probe them.
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face; only public information should
pass. An attacker can easily access
plain text and encoded content. For
instance, the encoded system pass-
word on Palm devices can be retrieved
and decoded into the original ASCII
password, thus giving an attacker
access to password-protected data.[3] If
possible, encrypt the traffic to increase
the difficulty of reverse engineering
and attack. 

EMISSIONS AND IMMUNITY
All electronic devices generate elec-

tromagnetic inference (EMI) in one
form or another. The prevention of
compromising emissions is an impor-
tant aspect of hardware security.

Emission security can be traced
back to World War I, when field tele-
phone lines were monitored by way
of crosstalk, which is interference
caused by the energy from one tele-
phone conversation invading another
via electrostatic or electromagnetic
coupling. Wim van Eck’s 1985 article,
“Electromagnetic Radiation from
Video Display Units: An Eavesdropp-

ing Risk?” was the first academic
paper on the subject. He described
the results of research concerning
eavesdropping on computer monitors
by picking up and decoding the elec-
tromagnetic interference. Because of
the sensitive nature of the subject,
most research was classified by the
U.S. government and soon disappeared
from public literature. Much of the
government shielding requirements
(known as “TEMPEST”) remain clas-
sified. However, many unclassified
documents are available on John
Young’s TEMPEST Documents web
site (cryptome.org/nsa-tempest.htm). 

At the enclosure level, EMI shielding
can be easily designed in or retrofitted
to a design in the form of coatings,
sprays, tapes, or housings in order to
decrease emissions and increase immu-
nity. If the enclosure is metal, you can
use EMI tape to seal slots and seams
in the case. If the case is plastic, you
can use EMI spray (a conductive paint)
to coat the inside. 

Note that EMI tape can loosen and
cause short circuits. EMI paint can chip

if the surface isn’t cleaned prior to appli-
cation. Also, be aware of changes in the
thermal characteristics caused by EMI
shielding. A number of manufacturers—
including W. L. Gore and Associates,
Schlegel, and GC/Waldom Electronics—
offer EMI shielding solutions. The
Thomas Register Directory also pro-
vides a long list of EMI/RFI shielding
manufacturers and suppliers.

To help with EMI reduction, noisy
circuitry like power supply compo-
nents should be compartmentalized
to one area of the board and support-
ed with proper filtering. Additionally,
power supply circuitry should be as
close as possible to the power input. 

Eavesdropping on EMI emissions is
referred to as a passive attack. An
active attack consists of directing
high-energy RF (HERF) signals or
electrostatic discharge (ESD) at the
product in order to cause failures.
Properly designing a product to meet
defined EMI and RF emissions  and
immunity conditions are part of
many specifications, including those
determined by the FCC, European

http://www.dynoninstruments.com
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Essentially the inverse of emissions
testing, immunity testing subjects a
product to various RF phenomena to see
if they affect the product’s perform-
ance. ESD protection components are
often designed into external connec-
tors and contacts to reduce the chance
of failure. One attack uses an ESD simu-
lator tool to generate a high-voltage
spike and inject it into a device’s exter-
nal interface or keypad in hopes of
causing an unintended condition (e.g.,
causing a microprocessor’s program
counter to jump to a different portion of
code or changing the values on the
address or data bus). However, unless
the injection of HERF or ESD can be
reproduced in a controlled manner,
the results may be too unpredictable
to be useful to an attacker for anything
other than product destruction.

NEXT STOP: CIRCUIT BOARD
Next month, I’ll peel back a layer of

the embedded system and describe the
security issues at the circuit board level.

Many of the weaknesses, security vulner-
abilities, and design flaws of a product
can be identified when analyzing a prod-
uct’s circuit board. I

Malicious Code Threats,” Tenth
USENIX Security Symposium,
2001, www.usenix.org/publica-
tions/library/proceedings/sec01/full
_papers/kingpin/kingpin.pdf.
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development moves in a new direc-
tion. You can change, or “refactor,”
the code, making modifications for
reliability rather than functionality. In
this phase of the project, the mode for
using the tests developed upfront has

Agile software development is one
of the hottest concepts coming out of
the software engineering community. In
general terms, agile processes are collab-
oration-intensive styles of specifying,
designing, building, and testing software.
To guarantee a high level of collabora-
tion, agile processes frequently involve
team-based and pair-based activities.
Agile proponents prefer face-to-face com-
munication to the process of swapping
documents among team members.

Test-driven development (TDD) is
an important topic to consider if you’re
serious about agile software development.
TDD involves running tests upfront in
order to specify target requirements and
to describe a target design (see Figure 1a).
This contrasts to test-last development
(TLD), which is a more traditional proce-
dure. TLD involves requirement gather-
ing and project design prior to the process
of running software tests (see Figure 1b).

TDD doesn’t just let you get on
with the coding. The requirements are
analyzed, but analysis is performed in
close consultation with a customer
who provides a series of tests. You
then write the simplest possible code
to satisfy the customer’s tests. TDD
tests should be automated and easy to
run, so you’re encouraged to use them
frequently during the project’s various
stages of development. Prior to devel-
oping code, you must generate addi-
tional tests. With the code working,
the tests will be used like traditional
post-development unit tests. And with
the product now capable of meeting
your customer’s requirements, code

switched to something that looks more
conventional: post-production testing. 

Upfront test development sounds
like a good idea, especially because
the all-important customer and devel-
oper tests aren’t left until the end of
the project. However, designers have
different feelings about which tech-
nique, TDD or TLD, is the most effi-
cient (highest developer productivity).
Which technique provides the best
code (reduced number of post-release
problems)? Which technique best han-
dles the numerous other customer-
and developer-related issues that arise
during code production and delivery?  

Many one-off project amateurs write
tests for their code, but the tests tend
to be in a debug format rather than a
formal testing format (see Listing 1).
Other tests are of a more practical
nature, but they’re still informal. Our
design team includes both one-off
project amateurs and software project
developers who have considerable
industrial experience with testing
environments like the popular xUNIT
frameworks (JUnit, NUnit, CppUnit,
etc.). However, such big desktop sys-
tems have mega-megabytes for run-
ning a testing environment. As a
result, they aren’t limited by the mem-

FEATURE ARTICLE by Mike Smith, et al.

Practical Application for TDD (Part 1)

Describe
requirements

Design 
solution

Build
solution

Test 
solution

Write
acceptance tests

Write
unit tests

Describe
requirements

Design 
solution

Build
solution

Test 
solution

Write
analysis document

Write
design doument

Write
test plan document

 

Test-driven development (TDD)

Test last development (TLD)

Figure 1a—The requirements analysis and design
solution are written in terms of “tests to be run” for test-
driven development (TDD). b—Test-last development
(TLD) requires the production of numerous documents
before the majority of testing starts.

Test-driven development (TDD) in the embedded environment is an important concept to
learn. In this series of articles, a group of imaginative designers puts the idea to the test.The
end result is an interesting temperature calculation project.

Write Software in a Test-Driven Development Environment

a)

b)

Listing 1—Many one-off project developers use debug statements to provide a simple informal test structure.

#define USE_TESTS
value = Process_Array(array1, array2);

#if defined(USE_TESTS)
printf(“Value at this point %d”, value);

#endif



ory and real-time constraints found in
an embedded systems environment.  

In this series of articles, we’ll show
you how to use TDD to develop soft-
ware for an embedded system. We chose
a simple engineering project for high
school students as the target for our
TDD investigation. This month we’ll
show you how to use a TDD environ-
ment to develop a video game with the

Analog Devices ADSP-BF533 Blackfin
microcontroller. Our thermal arm
wrestling project was perfect because
it was easy to set up, was a little
flashy, wasn’t too overpowering, and
was just corny enough to interest high
school students. Next month we’ll
show you how to adapt an open-
source TDD tool to work within a
constrained system environment. 

PROJECT BASICS
The thumbs of two

competitors warm the
two pulse-width modu-
lated thermal sensors
(Analog Devices’s
TMP03) in our thermal
arm wrestling project
(see Photo 1). The sen-
sor signals are fed to an
embedded system and
converted to temperature
values. The difference in
temperature between the
two competitors is used
to control a cursor on a
TV screen (see Photo 2). 
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To introduce an engineering design
element into the game, two game
strategies were provided for each com-
petitor. You can thermally overpower
your opponent and move the cursor
into your hot winning area. Alternately,
you can psych-out your opponent by
having the sensor cool down; this
causes the cursor to overshoot your
opponent’s hot winning area into your
cold winning area. 

TDD ENVIRONMENT
Prior to developing the game, we had

been modifying a C++ language auto-
mated testing environment to run with-

Photo 1a—Take a look at the game box (a) and paddle (b). Each game
paddle consists of a pulse-width modulated thermal sensor (TMP03) and
voltage protection hardware.

Photo 2—The game screen is generated as a back-
ground video task running on an ADSP-BF533 Blackfin
EZ-Lite evaluation board.

a) b)

http://www.rabbit4networking.com
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in the available memory space on an
embedded system. We chose to adapt
the small, non-scripted CppUnitLite,
which was developed by Michael
Feathers and distributed under the terms
and conditions of the GNU license
(http://c2.com/cgi/wiki?CppUnitLite).
Non-scripted means that the frame-
work detects the tests that will run
automatically. This frees you from
having to write a script that specifical-
ly runs the appropriate tests.

We added specialized embedded sys-
tem-specific capabilities. These included
the ability to watch (in real time) the per-
formance of specific processor peripheral
registers during system initialization and
time-critical sections of code. Additional
tests were added to overcome an unex-
pected problem when testing unsigned
short variables. Such variables are used
extensively when programming devices
with application registers of various byte
sizes. Next month we’ll provide the
details of the current TDD environment
tested on the integer Blackfin (ADSP-
BF5xx) and VLIW TigerSHARC (ADSP-
TSxxx). Refer to our TDD on Embedded
Systems web site for more information
(www.enel.ucalgary.ca/People/Smith/
embeddedTDD/).

CUSTOMER TEST 
In a real TDD environment, we

could immediately talk to a customer
and develop customer tests for our
code to satisfy. But we’re neophytes at
this TDD game. The best customer
requirement tests we could develop
are shown in Listing 2. main() calls
run_tests();, which is a key ele-
ment within the TDD environment.
Figuratively, run_tests() sets up a list
of available tests (customer, unit,
developer, expert, etc.) and runs them.
TEST() and CHECK() are examples of
the available test macros. The macro
format permits descriptive strings to be
automatically constructed during the
program compilation to provide informa-
tion about which successes and failures
are being reported. Automation and ease
of use are key elements if you’re actual-
ly going to use the testing environment.

There will be four failures when the
test runs. This is an expected feature of
TDD at this point in the hardware/
software codesign process. The fail-

ures occur because code and hardware
aren’t available to satisfy the test. This
is, after all, TDD where the tests are
written before the code. The single pass
is essentially an indication that the test
has run (simple positive reinforcement).

About the only truly positive things
that have to do with the customer test
in Listing 2 are that it’s automated
and one item (ease of use) is tested in
two ways. A key point of the test,
however, is a clear demonstration of a
weak point in TDD. It’s extremely dif-
ficult, even for experienced coders, to
get into the mind of the customer and
out of the old TLD mode. The transla-
tion of customer requirements direct-
ly into test cases is one of the skills
that you must pick up in order get the
full advantage of the TDD concept.

Let’s accept that this initial set of test

cases isn’t correct, complete, or validat-
ed. However, we had a conversation
with the customer regarding the require-
ments—a key part of TDD. So, let’s
investigate the advantages (or otherwise)
of TDD in a context with which you’re
more familiar: developing the code.

Making the typical developer’s best
guesstimate of what a customer really
wants, we could proceed with the
overall system requirements and high-
level design. By describing the target
architecture, we used tests to guide
our work. We also used tests to
describe the intended behavior of the
target components as they interact to
satisfy the perceived customer require-
ments. Because these were lower-level
tests and the customer may not have
been aware of the need for them, the
tests were referred to as developer tests.

Listing 2—Expressing customer requirements in the form of a test can be difficult. There are four failures because
code (other than function stubs) didn’t exist at the time. The single pass was associated with the fact that the test
series ran. The test was automated. One item was tested in two different ways. That must count for something!

File main.cpp
**********************************************************
#include “TDD_Environment.h”

void run_tests(int output_code, int tests_code);
int main(void) {

int output = SCREEN_OUTPUT | SHOW_FAILURES;
int test_code = ALL_TESTS;

run_tests(output, test_code);
return 0;

}
**********************************************************
File cutomertests.cpp
**********************************************************
TEST(REQUIREMENTS, CUSTOMER) {
char buff[80];
// Software tests

CHECK(true);          // Able to link to the test code

puts(“Did the software crash? – Y/N”);
gets(buff);
CHECK(buff[0] = = “N”);    // Reliability test

// Hardware tests
puts(“Are there blinking lights? – Y/N”);
gets(buff);
CHECK(buff[0] = = “Y”);    // Interesting

puts(“Did the power plug fit? – Y/N”);
gets(buff);
CHECK(buff[0] = = “Y”);    // Easy to set up (test 1)

puts(“A cable to connect the TV available?– Y/N”);
gets(buff);
CHECK(buff[0] = = “Y”);    // Easy to set up (test 2)

}

TEST:CUSTOMER: REQUIREMENTS:
One Test: Assert Statistics: 4 failed, 1 passed
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(The developer identifies the test cases
and the expected results.)  

Exploiting the synergy between cus-
tomer tests and developer tests is anoth-
er one of those hard-to-learn skills need-
ed for effective TDD. Given that our
problem was small in this particular
example, it was unlikely that the rela-
tionship between customer and develop-
er tests would have had too much of an
effect on the way we needed to proceed.

GAME PADDLES
The output from the ADSP-TMP03

thermosensors is basically a 33-Hz
logic-level (5 V) square wave whose
duty cycle varies with temperature (see
Figure 2). You can calculate the tem-
perature with the following formula:

A key feature of the device is that it
depends on the ratio of the times for
the high and low signal cycles. This
means that the repeatability of meas-
ured times is more important than the
absolute accuracy of them. The con-

A  B
TIME_HIGH
TIME_LOW( )–

stants (A and B) depend on whether
you want the output in Celsius or
Fahrenheit. (Let’s think ahead, we might
want to sell this game in Canadian and
U.S. markets!) Because we are dealing
with simple logic levels (0 and 5 V), a
simple digital signal input must be ana-
lyzed rather than an analog signal or
digital values from a parallel interface.

VIDEO REQUIREMENTS
Our long-term goal has been to

develop video images on the fly and

output images that change in response
to information from the game paddles.
However, we didn’t know how to gener-
ate and display images simultaneously.
To keep things simple, we stored 30 pre-
defined images in the evaluation board’s
SRAM. Each image had the same back-
ground, but the cursor was in slightly
different positions. We used DMA-con-
trolled interrupts to transfer different
images to the TV screen on demand.
This was essentially a multiple buffer
approach to handling the game screen.
It was the simplest possible solution.

DEVELOPMENT SYSTEM
We chose the ADSP-BF533 (Blackfin)

EZ-Lite evaluation board for several
reasons. First, its flexibility and
availability made it an ideal target
for the thermal-arm wrestling proj-
ect. Second, it has available SRAM
for storage of images, and its flash
memory enabled simple updates and
automatic boot-up without an exter-
nal control computer. Third, the board
has programmable flags (PF) for digital
input and available audio and video

Thigh Tlow

Thigh Tlow

Figure 2—The timing diagram for the ADSP-TMP03
thermosensor output shows the results for lower (a)
and higher (b) temperatures. As the thermosensor tem-
perature increases, the duty cycle of the square wave
changes (although not as dramatically as shown here).

a)

b)

http://www.pcbpool.com
http://www.pcbpool.com
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is more critical that you write cus-
tomized tests for them.

TESTS
We used the ADSP-TMP03 tempera-

ture sensor datasheet and a calculator
to design a series of tests for the major
software component: 

CalculateTemperature(hightime,
lowtime, mode)

The mode is either Celsius or
Fahrenheit. The high time and low
time are the periods obtained by
measuring the transitions in the tem-
perature sensor signals (see Figure 2).
The tests are shown in Listing 3. 

You must generate tests to measure
the expected successes and the possible
error modes. Note that certain design
decisions are specifically expressed with-

signals. The second version of the
game will involve using phase shifts to
control the apparent position of a
sound source in response to tempera-
ture changes from the game paddles.
Nintendo, here we come! 

Finally, note that the processor has
a lot of speed. We can perform most of
the prototyping in optimized C++ lan-
guage and anticipate not having to
worry about timing issues (moving code
into parallel assembly). This is impor-
tant if you’re short on time. Details of
the current TDD environment tested on
Blackfin (ADSP-BF5xx) and VLIW
TigerSHARC (ADSP-TSxxx) processors
can be found at the aforementioned
TDD on Embedded Systems web site.

CODESIGN WITH TDD
Although it may be difficult to devel-

op appropriate customer tests ahead of
time, it isn’t the case for developer tests.
You’ll have a specific result in mind
before you develop the code. Whether
you develop a test for this result before or
after the code is a matter of preference.

The key TDD tasks involve writing
the simplest code to satisfy the cus-
tomer test and refactoring the code to
improve reliability rather than func-
tionality. The first element makes
sense. Refactoring sounds good, but if it
isn’t broke, why fix it? Nevertheless, it
would be nice to have a test around
just in case you want to modify, rather
than fix, existing code. After all, you
must expect program modifications to be
suggested during customer consulta-
tions. In addition, because tests can be
created and run so easily, developers will
be encouraged to use more tests in the
battle to develop software. An additional
advantage of having proper customer
tests available is that unrecognized
scope creep is less likely to happen.

Most of the code for generating and
displaying the signals with the video
codec on the evaluation board is a modi-
fication of provided examples. If the
picture on the screen doesn’t flicker,
then you can assume everything is fine.
Just remember that you must eventu-
ally generate a series of acceptance tests
to test the reused code’s reliability.

The code for controlling the game
paddles revolves around nonstandard
software and hardware components. It

in the test code. Some decisions are
simple, and others are more complicat-
ed. The simple ones involve defining
the constants. One of the more complex
is the temperatureValue4 defini-
tion, which indicates that tempera-
tures will be stored as block floating-
point integer temperatures returned to
the nearest quarter of a degree (21.5°C
returns as the short integer value 82). 

The top section of Listing 4 shows
the obvious way to write the code to
pass the tests (doing the calculation in
floating-point math). The software
floating-point emulation mode is slow
on an integer processor, but the
Blackfin has a high system clock fre-
quency, and you only have a simple
task with limited calculation. This
particular code doesn’t pass all the
tests because of the way it has been
written. Temperature values like 20.5

Listing 3—The tests were developed for the CalculateTemperature( ) function. Note that both
final tests were for possible failure modes. They were generated in addition to expected successful tests. Note
that the tests also indicated certain basic design decisions like the format of temperature values (integers with
values that represent the temperature to the nearest quarter of a degree).

#define CELSIUS 1
#define FAHRENHEIT 2
#define GARBAGE 3

typedef temperatureValue4 signed short;

TEST(CELSIUS_20, CalculateTemperature) {  
// Time high/low values for 20°C

temperatureValue4 value;
value = CalculateTemperature( 400, 215, CELSIUS);
SHORTS_EQUAL(value, 80);

}

TEST(CELSIUS_20_5, CalculateTemperature) { // 20.5 C
temperatureValue4 value;
value = CalculateTemperature( 4000, 2145, CELSIUS);
SHORTS_EQUAL(value, 82);

}

TEST(FAHRENHEIT_NEG20, CalculateTemperature) {  
// Time values for -20 F – special Canadian test

temperatureValue4 value;
value = CalculateTemperature( 720, 475, FAHRENHEIT);
SHORTS_EQUAL(value, 0xFFb0);

}
// Error tests 
TEST(GARBAGE_ERROR, CalculateTemperature) {

temperatureValue4 value;
value = CalculateTemperature(7200, 4745, GARBAGE);
SHORTS_EQUAL(value, TEMPERATURE_ERROR_CODE);

}

TEST(tempZERO, CalculateTemperature) {
temperatureValue4 value;
value = CalculateTemperature( 0, 0, CELSIUS);
SHORTS_EQUAL(value,TEMPERATURE_ERROR_CODE);

}
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are incorrectly calculated, because the
conversion from floating point to inte-
ger occurs prior to multiplication by
four (to give the intended quarter-degree
accuracy). This information is revealed
after you run the predefined tests.

The lower section of Listing 4
shows the refactored code taking into
account the fact that floating-point
emulation on the integer Blackfin
processor is slow. Note that the code
passes the tests, but it doesn’t neces-
sarily indicate that the code is correct.
Additional tests may be required.

ADAPTING TDD
As you can see, there are many

advantages to TDD, which is a pri-
mary component of the agile develop-
ment technique. It’s intended to mini-

mize the amount of upfront documen-
tation associated with customer
requirements and developer testing in
favor of up-front tests that offer
improved precision and less ambiguity. 

Using a video demonstration run-
ning on the Blackfin ADSP-BF533
evaluation board, we showed you that
it takes more than 5 min. to replace
your developer’s hat with your cus-
tomer’s hat. You can use the TDD
environment for developing tests
before coding, or you can use it as an
automated testing environment if you
prefer to test after coding.

Next month we’ll take a closer look
at the process of adapting an automat-
ed TDD environment for embedded
systems. You’ll learn how to use it for
real hardware testing. I

Authors’ note: We’d like to thank
Mimi Pichey, Bob Miessenholder, and
Kamran Sharifi of Analog Devices for
providing hardware and software sup-
port. The Natural Sciences and
Engineering Research Council (NSERC)
of Canada and the University of Calgary
funded components of this project. 

Listing 4—The top section of code didn’t satisfy all the tests, because the cast from the floating-point math
occurred at the wrong time and introduced a loss of precision. The lower code was a refactored version that
provided the required precision. It was more appropriate for the integer Blackfin processor.

temperatureValue4  CalculateTemperature(
short int lowTime, short int highTime,
const unsigned short int celsiusFahrenheit) {

float temperature;

if (lowTime == 0)
temperature =  TEMPERATURE_ERROR_CODE;

else if (celsiusFahrenheit = = CELSIUS) {
temperature = 

235 - 400 * (float) highTime / (float) lowTime;
return 4 * (temperatureValue4)  temperature;

}
else if (celsiusFahrenheit = = FAHRENHEIT) {
temperature = 

455 - 720 * (float) highTime / (float) lowTime;
return 4 *  (temperatureValue4) temperature;

}

return  TEMPERATURE_ERROR_CODE;
}

temperatureValue4  CalculateTemperature(
short int lowTime, short int highTime,
const unsigned short int celsiusFahrenheit) {

temperatureValue4 temperature;

if (lowTime == 0)
temperature = TEMPERATURE_ERROR_CODE;

else if (celsiusFahrenheit = = CELSIUS)
temperature = (short int) (4 * 235 - 1600 * highTime / 

lowTime);
else if (celsiusFahrenheit = = FAHRENHEIT)

temperature =  (short int) (4 * 455 - 720 * 4 * 
highTime / lowTime);

else temperature = TEMPERATURE_ERROR_CODE;

return temperature;
}

http://www.analog.com


http://www.embeddedx86.com


http://www.embeddedx86.com


42 Issue 176    March 2005 CIRCUIT CELLAR® www.circuitcellar.com

at how to obtain affordable ZigBee-
compatible hardware and software and
use it at the chip level.

If you can place the transceiver and
controller ICs on your own PCB in a suit-
able way for use with an 8-bit micro-
controller, you can markedly reduce the
cost of a project. This is desirable because
a typical application for which ZigBee is
suited may be comprised of many nodes.
Using the naked IC on your own PCB

Last month I described the ZigBee
low-power radio standard and the
underlying IEEE 802.15.4 layers. Now
I’ll focus on the development resources
you can use in your own ZigBee proj-
ects. I’ll describe affordable chipsets
and source code.

SIMPLE PROTOCOL
ZigBee exhibits robust, reliable

communications through an auto-con-
figuring mesh network architecture.
You’ll soon be able to concentrate on
the application by relying on ZigBee to
provide the transceiver, RF channel, and
protocol. This is achieved with only one
transceiver IC incorporating the physi-
cal layer and software on the micro-
controller that provides part of the medi-
um access controller and higher layers.
These layers coexist with the applica-
tion running in the same code space.  

The protocol is simple and efficient.
You can use a medium-powered, 8-bit
microcontroller. As little as 16 KB of
flash memory is required for a simple
device. ZigBee was designed for extreme-
ly long battery life. It will eventually
enable home automation, cable
replacement, and industrial sensors.

USABILITY
You’ve seen press releases stating that

some new IC has been tested in an excit-
ing new area of electronics. Frequently,
however, access to the new technolo-
gy is blocked, because the samples are
only for approved development part-
ners only, or because of the sheer com-
plexity of the devices. Let’s take a look

makes key fob-size projects a reality.  
Sometimes it seems as though the

growing complexity of these evermore
capable standards are moving beyond the
scope of designers with limited amounts
of time and test equipment. Would you
leap into a quick 802.11.x project on a
rainy Sunday afternoon given the bare
chipset and a soldering iron? Even using
a ready-made solution with a PCMCIA
card interface requires 30-odd I/O lines.

FEATURE ARTICLE by Pete Cross

Zeroing in on ZigBee (Part 2)
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Figure 1—Sure, you say, here comes another one of those single-chip transceivers that somehow has managed to
morph itself into a complicated, messy RF jungle by the time it makes its way from the sales brochure to the appli-
cation diagram. With the CC2420, however, this promise is almost entirely kept.[1]

Last month Pete introduced the ZigBee low-power radio standard and underlying IEEE
802.15.4 layers. In this article, he describes the development resources you’ll need to create
your own ZigBee projects. He covers both the chipsets and the source code.

Chipsets and Source Code
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The packaging is also against you
because of the advent of ball grid array
packaging. It’s nearly impossible to work
at the chip level with chip-scale packing.
I define the birth of a new standard when
the average electronics designer can
buy a product sample in a leaded pack-
age at a reasonable low-quantity price
without having to rely on $100,000 of
RF test equipment to get it working.
The CC2420 was the first product to
deliver that ability on the workbench.

CC2420 802.15.4 KIT
Chipcon boasts that the CC2420 is

the first transceiver IC to meet both
the IEEE 802.15.4 and ZigBee stan-
dards. Of course, there’s meeting the
standards, and then there’s the ability
to produce a workable cost-effective
product. After using the evaluation kit,
I can say that Chipcon has produced
both in the first version of silicon.

Chipcon’s hardware support and soft-
ware tools keep you ahead of the com-
plexity curve. The single-chip imple-
mentation limits the RF circuitry to just
the antenna and its matching network

(see Figure 1). The PC-based SmartRF
Studio software makes configuring and
using the evaluation kit a breeze.

Fortunately, soldering the CC2420
(although fairly tiny) is just under that
critical threshold where doing it yourself
is still doable. The CC2420 QLP-48
package with a 0.5-mm lead pitch is a
challenge, but it’s one I’ve been able to
cope with. Products like PCB iron-on art-
work transfer paper has allowed amateur
PCB makers like me to easily produce
tracks and clearances with 10-mil (0.01″)
track widths and clearance. A friend of
mine regularly does 7 mils with a
clothes iron and a slosh of etching acid!

As well as the physical challenge of
the intricate surface-mount packages,
software drivers are the other big imped-
iment to experimenting at home. Often,
a lack of information in the datasheet
and the need to program 100 registers
consigns hopeful efforts to the waste bin.
When success is achieved and the results
are posted on a web site, the person
responsible is rightly proclaimed a hero.

ZigBee, or even a full 802.15.4 link,
would take more than an afternoon to

develop your own software for, but you’d
be able to get something useful fairly
quickly. To prove the RF link, simply
use the serial port to confirm two-way
serial communication with the CC2420.
A simple register setting then places it
in Transmit or Receive Test mode, so
you can check if the hardware works.  

Making a simple one-way, point-to-
point link is the next step. Then, a sim-
ple two-link is accomplished by imple-
menting mode control by manipulating
the CC2420 state machine. If you need
more than a master/slave relationship,
add a simple MAC protocol such as aloha
(time slots) or check for a clear chan-
nel before transmission. You can add
more features at this point. Encryption,
link quality indication, and dynamic
power output level control would be nice.
But wait. This is starting to sound like
802.15.4! Why don’t you just download
the free code from the Chipcon web site? 

Most of what you need is included
with the CC2420DBK demonstration
board kit. You can download the files
from Chipcon to make your own PCB.
The schematic, BOM, and PCB layout

http://www.arcom.com
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are all there. You can use the free
source code for the IEEE 802.15.4
layer. If you don’t want to make
the PCBs yourself, they’re available
on the web site for $50. The soft-
ware isn’t a full implementation of
the IEEE 802.15.4 MAC, but it’s
enough for basic message sending
and acknowledgment. The full IEEE
802.15.4 MAC software is free if
you sign a licensing agreement.
Although both versions were written
in C for the Atmel ATmega128L
microcontroller, they port easily to
other microcontrollers.  

The easiest approach would be to
copy the PCB exactly and use the free
GNU AVR gcc cross-development tool.
Chipcon strongly recommends that you
copy the reference design as closely as
possible. If you want to develop a two-
layer PCB, you should keep the ground
via positions as close as possible to the
location on the original board. Of course,
FCC licensing is another story. The first
stage is to get to a working prototype!

The documentation for the
CC2420DBK demonstration board kit
states that practical testing outdoors
with line of sight (LOS) resulted in a
range of 170 m at 250 kbps (zikes!).
The simplicity of this information
surprised me, because IC vendors usu-
ally provide ambiguous range perform-
ance information.

I actually used the CC2420DK
development kit for range checking. It
consists of a pair of motherboards
(CC2400EB) and their respective trans-
ceiver plug-in boards (CC2400EM), as
you can see in Photo 1.

I was initially discouraged by the
presence of a Xilinx Spartan II FPGA
on the motherboard. Why so complex?
But my disappointment vanished when
I discovered that the FPGA is only used
to configure the evaluation board in a
variety of different setups. The FPGA
routes signals so that the on-board
microcontroller controls the plug-in
transceiver board. In another configura-
tion, the plug-in transceiver board con-
nections are routed via the headers to
your processor board when prototyp-
ing with your own microcontroller.

The process of setting up, including
the installation of the SmartRF Studio
evaluation software on the PC, took

less than 20 min. I found that it would-
n’t work on some of my USB ports.
Apart from this, things went extremely
well. Getting the two boards set up for
a range check was as simple as select-
ing Normal View, Packet TX, Start
Packet Transmit on one of the boards,
and Start Packet Receive on the other. I
then checked for the lights that flash
after a reception. Link quality statistics
were displayed in real time on the PC.
The CRC and packet count informa-
tion was great, but the RSSI didn’t
work. A separate piece of software can
be used for packet sniffing. 

I unplugged the board configured for
reception, performed a walk-around
range check, and continued to look for
the flashing of the LEDs. Using this
technique, I found reliable reception
everywhere in my 1,100-square-foot,
single-level wood house. Reliable
transmission occurred when transmit-
ting through three walls with the
doors closed, even when partially
shielding the receiver antenna with
my hand and placing it right on top of
other operating electronic equipment.

Taking it outside, I found reliable
reception 90′ away through one wooden
wall out to the backyard. Walking down
the street, I got intermittent operation as
far as 100 yards away from the transmis-
sion end inside my house. I even got reli-
able reception from 12′ away after dis-
connecting the antenna on the receiver!

The version of the IC I tried suffered
from excessive current draw in
Shutdown mode when the internal 1.8-V
regulator was in use. This was correct-
ed in a later silicon revision, along with
an address recognition problem. 

Now let’s take a look at a simple
software application example. A pair

of the CC2420DB evaluation kits
running the example program will
establish a point-to-point RF link,
sending data packets containing a
5-byte payload (see Listing 1). The
payload will be transmitted when
the potentiometer is turned, or the
switch, S2, is held down. The first
byte of the payload contains the
potentiometer value, which controls
the PWM duty cycle of the LED at
the receiving node. This example
isn’t a full-blown ZigBee applica-
tion, or even a proper 802.15.4

implementation, but it illustrates the
basics of doing something useful with
the hardware. (Well, assuming blink-
ing LEDs enthrall you!)

Listing 2 shows how pressing the
button and noting the status of the
yellow and green LEDs can perform a
simple range check. This is a simple
but useful example. To keep things
simple, only a small subset of the IEEE
802.15.4 standard is implemented in
this example. A pair of CC2420DBs
running this program will establish a
point-to-point link on a single channel.
The frame format conforms to 802.15.4,
but it doesn’t implement any other
MAC properties. The full IEEE 802.15.4
MAC software can be obtained for free
after signing a licensing agreement.

DIFFERENT CORE CHIPSETS
Now let’s review some of the trans-

ceivers implementing 802.15.4 and
ZigBee standards. I’ll concentrate on
describing each of the different core
chipsets rather than commenting on
each implementation. 

More than a few companies use the
Chipcon 2420. I’m sure there are good
and bad implementations out there. So,
the following review will be beneficial
if you want to muck in at the chip
level rather than the module level. The
advantage is that if you place one of
the chips on the PCB, you’re looking at
$15 for the entire transceiver in low
quantities, assuming you are already
doing your own PCB for the project.

I’ll also describe some alternatives to
implementing a strict ZigBee solution
on the transceiver ICs. The topic of
this article is cutting edge. The ZigBee
Alliance ratified the upper layers of
the ZigBee standard in October 2004.

Photo 1—Your next 802.15.4 project will look this simple. The
IC is 7 mm × 7 mm. Chipcon encourages you to copy the PCB
layout and adapt it for your own needs.You need a four-layer
PCB to guarantee the quoted performance.[2]
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The 802.15.4 portion is more firmly
established. There are alternatives to
the upper layers of ZigBee if you want
an easier ride until ZigBee is more freely
available to people who are on a budget.

Let’s pick up where I left off by

focusing on alternative protocols that
can run on the CC2420. Remember,
chips like the CC2420 only give you
the physical and MAC support layers.
Chipcon is going to package the CC2420
with a ZigBee software stack for $2.30

per unit in large quantities. I’m also
excited about the upcoming launch of
the CC2430, which will include a micro-
controller, RAM, and flash ROM in the
same package as the RF transceiver. 

An alternative to ZigBee is to choose
your own simplified protocol or buy one
off the shelf. One such alternative comes
from Moteiv, a company founded by
three Berkeley students who worked
on the open-source TinyOS wireless net-
work system. Their Telos product with a
Texas Instruments MSP430 microcon-
troller doesn’t require any programming
boards or development software. It has
integrated USB and the tools for compil-
ing. It’s approximately $130, but offers
an instant on approach backed by the
availability of open source code. 

Ember’s EM2420 was co-developed
with Chipcon. It’s the same IC, but it
isn’t currently available to the general
public in low quantities. According to
the datasheet, the chip is only available
with a licensed Ember networking stack.
It’s targeted to approved 8-bit proces-
sors.[3] This means Ember only has rela-
tionships with serious developers. It
can’t sell small quantities of hardware
for casual developers to play around
with. Still, it may ship one to you if
you can come up with $13,950 for the
EM1020 developer kit (plus shipping!).

The 802.15.4 hardware in the form of
the EM2420 and CC2420 was ready long
before the ZigBee standard was ratified.
This didn’t stop companies from develop-
ing their own ZigBee-like transport/net-
work layer. Ember’s is called EmberNet.

If you want ZigBee included with-
out running the ZigBee layers on your
own controller, then Oki Electric
Industry Co. might be able to help.
Last May it announced the first
IEEE802.15.4 and ZigBee single-chip
solution. This leaves just the applica-
tion layer for you to implement.
CompX sells PCBs based on this IC.

A key member of the Zigbee
Alliance, Freescale recently released
the MC13192 2.4-GHz RF transceiver
data modem. The 13192DSK evalua-
tion kit is similar in principle to the
Chipcon CC2420DBK. You get two
nodes for $199. Each node has the
MC13192 transceiver and MC9S08GT60
low-power microcontroller. The
microcontroller is preloaded with sim-

Listing 1—A simple blinking LED example grounds some of the theory in easily understood C code courtesy
of Chipcon’s simple wireless dimmer/RF range tester demonstration. This excerpt shows how your application
uses a function prototyped in the RF library to perform an application-specific task based on the contents of
the received payload.

// BASIC_RF_RX_INFO* basicRfReceivePacket(BASIC_RF_RX_INFO *pRRI)
// DESCRIPTION: This function is a part of the basic RF library,
// but must be declared by the application. Once the application
// has turned on the receiver, using basicRfReceiveOn(), all 
// incoming packets will be received by the FIFOP interrupt
// service routine. When finished, the ISR will call the
// basicRfReceivePacket() function. Please note that this function
// must return quickly, since the next received packet will over
// write the active BASIC_RF_RX_INFO structure (pointed to by pRRI).
// ARGUMENT: BASIC_RF_RX_INFO * pRRI
// The reception structure, which contains all relevant info 
// about the received packet.
// RETURN VALUE:  BASIC_RF_RX_INFO*
// The pointer to the next BASIC_RF_RX_INFO structure to be used
// by the FIFOP ISR. 
// If there is only one buffer, then return pRRI.
BASIC_RF_RX_INFO* basicRfReceivePacket(BASIC_RF_RX_INFO *pRRI) {

// Adjust the led brightness
PWM0_SET_DUTY_CYCLE(pRRI->pPayload[0]);
// Blink the green LED
SET_GLED();
halWait(10000);
CLR_GLED();
// Continue using the (one and only) reception structure
return pRRI;

} // basicRfReceivePacket

Listing 2—Things are just as simple on the transmission side. This excerpt from the same file as Listing 1
shows you how to respond to events by transmitting information using the basicRfSendPacket func-
tion provided in the RF library.

// The main loop:
while (TRUE) {

// Sample the pot meter value
ADC_SAMPLE_SINGLE();
ADC_GET_SAMPLE_8(ledDutyCycle);
// If the dimmer value has changed by more than 1, then 
// transmit the new value automatically
// Transmit also when the S2 button is pressed
dimmerDifference = (ledDutyCycle & 0xFF) - pTxBuffer[0];
if((ABS(dimmerDifference)>2)||(JOYSTICK_CENTER_PRESSED())) {

pTxBuffer[0] = ledDutyCycle;
if (basicRfSendPacket(&rfTxInfo)) {

// OK. Blink the yellow LED
SET_YLED();
halWait(50000);
CLR_YLED();

} else {
// No acknowledgment received -> Blink the red LED
SET_RLED();
halWait(50000);
CLR_RLED();

}
}

}
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ple MAC (SMAC) software with which
you can establish simple point-to-
point or star proprietary network topolo-
gies. You can also download the 802.15.4
MAC source code for free and use it
with higher-level routines. Metrowerks’s
CodeWarrior development studio for
HCS08 microcontrollers is included.
The on-board peripherals include two
accelerometers, some switches, LEDs,
and an RS-232 port for monitoring and
flash memory programming. 

The MC13192’s lack of an on-chip
transmit/receive switch is a potential
disadvantage. The evaluation kit over-
comes this with no increase in the bill of
materials by using separate transmit and
receive antennas. This less integrated
approach results in a smaller package
size, but you’d need an external trans-
mit/receive switch in applications requir-
ing a single antenna. The advantage of
excluding the internal transmit/receive
switch on-chip is that an external power
amplifier can be used to boost the signal
for greater range. However, both the
Freescale and Chipcon ICs already have a
transmission power of 1 mW, which is

1% duty cycle restriction in Europe for
868 MHz, which means that it’s current-
ly suitable only for RFD end devices.

Atmel is also initially focusing only
on the low bands with its AT86RF210
Z-Link transceiver and matching
AT86ZL3201 Z-Link controller. It will
offer a 2.4-GHz version of the trans-
ceiver IC before developing a single-
chip solution. 

As with Freescale, the ZigBee craze
seems to be an excuse to hawk gener-
al-purpose components relabeled as
“ZigBee-compatible.” There are a few
special features on these microcontrollers
such as hardware AES encryption and
a specialized random number genera-
tor. However, transceiver chips such as
the CC2420 already do this in hardware,
thereby allowing you to choose a true
general-purpose microcontroller or
reuse one from an existing application. 

One advantage is that the Atmel
two-chip solution turns into a one-
stop package for an entire ZigBee solu-
tion. The transceiver and microcon-
troller, including 802.15.4 in ROM and a
ZigBee protocol stack sharing the 32-KB

twice the minimum required by the
ZigBee specification. 

Chipcon, Atmel, and Freescale will
bundle their hardware with a ZigBee
software stack developed by Figure 8
Wireless. ZMD is another main player
with silicon. Its ZMD44101 is in the
868- to 928-MHz bands. ZMD is opti-
mizing for a lower data rate of 40 kbps,
which should make it a good choice
for devices that require the most reliable
communications at the maximum range.

According to William Craig, program
manager for wireless communications
at ZMD, the IEEE 802.15.4 standard
provides for one channel (868.3 MHz)
in Europe because of bandwidth limita-
tions. The sub-1-GHz band is desirable
for RF characteristics, where range and
attenuation are at issue. Even more
desirable is an increased frequency
range providing more channels for the
IEEE 802.15.4. ETSI may consider this
requirement, William said. The
ZMD44101 Fractional-N RF_PLL design
provides for software-controlled frequen-
cy selection that will accommodate
emerging frequency standards. There is a

http://www.icoptech.com
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flash memory with your application, are
sold together for $6.75 in large quanti-
ties. Figure 8 Wireless supplies this
ZigBee protocol software to Freescale,
Chipcon, and Atmel. This will surely be
one of the easiest ways to implement
a ZigBee device at home. With the
controller available in a 64-lead TQFP,
or QFN, and the transceiver in a 48-pin
QFN, it’s still feasible to place these
ICs on your own hand-soldered board. 

Refer to Table 1 for a comparison of
the four aforementioned transceivers.
Some criteria (e.g., sensitivity) cannot
be compared directly when consider-
ing transceivers supporting different
PHY frequencies.

FAST ENOUGH? 
ZigBee is optimized for low-power

operation, so its data rate isn’t as high
as Bluetooth or 802.11. If throughput
is your biggest concern when design-
ing your new wireless network, you
should first address the question of
speed. If you have any doubts about
802.15.4 throughput for your applica-
tion, you can download a free net-
work simulation tool and a model of
802.15.4 supporting Beacon mode. 

By altering the numerous parame-

ters, you’ll be able to see if the net-
work performance you want will be
possible in terms of latency, through-
put, power, and the number of nodes.
The network simulation software is
called ns2 (from the University of
California, Berkeley). The 802.15.4 net-
working model was developed by the
University of Southern California’s
Autonomous Networks Research
Group. (Refer to the Resources section
of this article for more information.)
With these tools you can quell your
doubts before committing to buying
or developing hardware and software.

WHERE TO NEXT?
After ZigBee is established, it will take

over some applications where Bluetooth
and other PANs or cable replacement
technologies are currently in use. For
the consumer, however, the biggest
change will have to do with new appli-
cations that suddenly become economi-
cal after ZigBee reaches critical mass. 

A wireless smoke detector serves as
an example of a cost-reducing applica-
tion. A smoke detector that hooks up
to a home security system costs
approximately $40. Add the wiring
and installation charges, and your

looking at a $90 price tag. Smoke
alarms without built-in communica-
tions cost as little as $6. After manu-
facturers implement industry-wide
ZigBee profiles for smoke alarms and
security systems, you’ll be able to add
in a wireless smoke detector for roughly
$10. Upgrading an existing security sys-
tem base station with a ZigBee adaptor
would be a cost-effective solution, even
if you’re adding only a single ZigBee
smoke sensor or intruder detector.

The key hanger is an example of a
new application. Right now, you prob-
ably use an RF key fob to remotely
lock and unlock your car. Well,
Freescale recently demonstrated a
ZigBee solution that adds functionali-
ty to these devices. The ZigBee net-
work will alert you when you mis-
place your keys. Say your cell phone
and key fob are ZigBee nodes. The cell
phone is the coordinator. The cell phone
knows when it’s home because it recog-
nizes the other ZigBee nodes (e.g., a
garage door lock, a universal remote,
etc.). When these nodes are out of range,
the cell phone assumes you’re out and
about. If your keys leave the cell phone’s
communication range, the phone will
alert you before you get too far away.

Chipcon CC2420
(Ember EM2420)

Freescale MC13192 ZMD ZMD44101 Atmel AT86RF210

PHY frequencies 2.4 GHz 2.4 GHz Sub 1 GHz Sub 1 GHz

Transmit receive switch Built in Not built in: Use two anten-
nas or an external TR switch

Built in Built in

Package size 7 × 7 mm 5 × 5 mm 7 × 7 mm 7 × 7 mm

Output power 1 mW 1 mW 1 mW 4 mW

Receive sensitivity (with 1% packet error
rate).* 802.15.4 requires only –85 dBm.

–94 dBm –92 dBm –100 dBm –95 dBm

Adjacent channel rejection (5 MHz).*
802.15.4 requires only 0 dB.

39 dB 23 dB 30 dB 23 dBm

Alternate channel rejection (10 MHz).*
802.15.4 requires only 30 dB.

53 dB 35 dB 40 dB 40 dBm

AES encryption Supported by hardware Relies on the companion
microcontroller to carry out
this function

Relies on the companion
microcontroller to carry out
this function

Relies on the companion
microcontroller to carry out
this function

CRC Supported by hardware Supported by hardware Supported by hardware Companion microcontroller
has hardware support for
this function

Other MAC support functions (link qual-
ity, clear channel assessment, transmit
and receive FIFOs, and CRC checking)

Supported Supported Supported by hardware and
microcontroller

Supported

Available now? Yes Yes Yes Yes

Table 1—On paper, the transceivers appear to offer similar functionality. The CC2420 costs $2 in large volumes, and is obtainable for approximately $10 per unit.

*Rejection and sensitivity figures may not be quoted with the same test setup in all cases. Consult the respective datasheets for more information.
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The scheme could be applied to other
devices too. No more lost sunglasses!

ZigBee is poised to become ubiqui-
tous in home offices and factories, but
I think the market may be overesti-
mated. I’m a little skeptical about
wireless technologies like ZigBee being
relied on to control at least half of the
functions inside commercial premises
and certainly in most applications inside
a wafer fabrication plant or auto facto-
ry. Sure, security is built in, but what if
some malevolent person turns up with a
high-power, wideband jamming device?
DSSS is good at ignoring wideband noise
up to a certain threshold, whereupon
performance rapidly decays to nothing.
Ditto for most other wireless systems.

Such an approach doesn’t target the
security layer. It simply makes trans-
mission impossible because the clear
channel assessment would always
indicate a busy channel. Short-range
versions used for prohibiting cell phone
usage have been around for years. You
can bet that these will be sold illegally
on the ’Net to target the appropriate
bands, if they aren’t already.

Obviously, ZigBee nodes in a building
will have sensible built-in behavior just
in case communication fails. At worst,
a sophisticated arsonist might want to
defeat all smoke detectors in a certain
area. At best, customers at a petrol sta-
tion will be unable to pump petrol or
pay for their purchases while some lar-
rikin smirks knowingly from across the
road. What if the business next door to
the scene of the prank is operating a
crane with a ZigBee-enabled emergency
stop switch? Put simply, you need a
secure physical medium such as copper
or fiber (not air) connecting serious
business assets. Wireless is for conven-
ience rather than critical functions. 

NOW’S THE TIME 
Until now, it has been difficult to

make a real ZigBee node on a tight budg-
et. Although ZigBee-compatible hard-
ware has been readily available for more
than six months, the software stack
above the 802.15.4 layers is only now
obtainable for free. The modest Atmel
chipset price includes the ZigBee stack
under sub-license at no additional charge.
Other vendors are sure to follow suit.

For hardware, ready-built PCBs in

the form of evaluation kits are the
easiest approach. Transceiver boards
from Chipcon with the CC2420 are
$50 each. Freescale’s 13192DSK evalu-
ation kit with a microcontroller
implementing an 802.15.4 MAC and
RS-232 interface costs $200 a pair. 

There are a number of options for
building your own hardware at a
much lower cost. The components
alone are less than $15 per node in low
quantities. Refer to the Resources sec-
tion if you’re interested in obtaining the
schematics, BOMs, and PCB layouts. 

Several vendors currently offer full-
featured ZigBee development tools for
the higher layers, but they’re expensive.
Sounds like an excellent idea for an
open-source community-based project!
In the meantime, you can use the same
physical layer that ZigBee uses along
with the free MAC source code from
Chipcon and Freescale. You can do a
simple star topology network using the
MAC layer and a few of your own
functions to complete a rudimentary
ZigBee-like network. If you take this
approach, your hardware will be fully
ZigBee-compatible. If you plan on
applying more sophisticated software as
it becomes easier to obtain, you can
begin ZigBee development immediate-
ly. Do you act now, or do you let the
ZigBee zephyr pass you by? I

RESOURCES
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CODE SEQUENCE
One of the challenges this project

presents involves coming up with a
reasonable sequence of button presses
that your family members will be able to
remember. Morse code is the obvious
choice for an entry code sequence. 

When I was a kid, I was into Ham
radio. All those early years of clacking
away on a telegraph key embedded Morse
code in my brain. If you aren’t a Ham
enthusiast, will you have to learn Morse
code? Ugh! Well, don’t be discouraged.
You don’t need to memorize the entire
Morse code to use this system. A few
letters are all you need. Moreover, the
AT90S2313 software is tolerant in terms
of what it accepts as dots and dashes.

SYSTEM BASICS
The AT90S2313 has 2 KB of in-system

programmable flash memory, 128 bytes
of SRAM, and 128 bytes of EEPROM.
The system stores a master key string
in EEPROM that’s read into the SRAM
when it boots. The key can consist of

Many houses feature a 10-button
keyless entry pad that controls a
garage door. Anyone who knows the
numerical entry code can operate the sys-
tem. The buttons are usually labeled 0
through 9 along with the three-letter
groupings included on telephone keypads. 

Keyless entry systems are secure at
first. After all, it would be practically
impossible for an intruder to guess the
correct four-digit code on a 10-button
keypad. However, these systems tend to
become less secure over time. The more
you use the pad, the easier it becomes for
someone to identify the numbers in your
code from the worn and dirty buttons. By
recognizing the worn buttons, an intrud-
er greatly reduces the number of permu-
tations needed to guess your entry code.

My stealth keyless entry system
allows you to overcome the disadvan-
tages of a worn 10-digit keypad. The
idea is simple: use a doorbell button for
user input to activate a door opener.
An AT90S2313 microcontroller moni-
tors the doorbell button (switch) open-
ings and closures. It also allows
you to activate a doorbell and
garage door opener. Pressing the
switch triggers the doorbell (no
surprises here). However, if you
key in a special code via the
switch, the doorbell won’t ring
and the garage door will open. 

This system brings a new
level of sophistication to
home security. Few intruders
would guess that the switch
controls your garage door. If
an intruder somehow figures
this out, he’ll end up ringing
your doorbell if he attempts to
guess your code.

between one and 10 Morse characters.
Each character is one of the 26 letters
of the alphabet. 

To operate the system, key in a
sequence of Morse characters via the
switch input. A keyed in character con-
sists of a sequence of one or more dots
and dashes. Each switch-closed inter-
val, which I’ll call an element, defines a
potential dot or dash for the MCU. Fixed
time thresholds decode received elements
into codes that potentially represent
Morse characters. These fixed thresh-
olds are tunable parameters in the soft-
ware and are set for relatively slow Morse
code transmission. Currently, the switch
closure time for a dot is between 30 and
180 ms; it’s between 180 and 1,200 ms for
a dash. Switch closure times less than
30 ms or greater than 1,200 ms trigger an
immediate key match failure on input. 

Fixed time thresholds are also pro-
vided for inter-element and inter-char-
acter times. As a result, the MCU can
assemble elements into Morse charac-
ters and distinguish Morse character

boundaries. Moreover, there are
fixed thresholds that terminate
the switch input if the switch
is held closed too long or if a
partial key sequence is entered
and too much dead time (no
switch activity) occurs.

The MCU debounces the
switch closures and openings.
It times the input sequence in
order to classify the switch clo-
sure times as valid Morse ele-
ments, to identify the Morse
characters represented by a
sequence of elements, and to
compare the Morse characters to
the key in SRAM (see Figure 1).

FEATURE ARTICLE by David Brown

Stealth Keyless Entry System
That 10-button keyless entry pad might be more hazardous than helpful. An intruder can discov-
er your code by studying the wear on the buttons. David tells us how he built a better system.

OptoisolatorSwitch
input

ICP

Reset
circuit
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Figure 1—The MCU software monitors doorbell button activity via the switch
input. Morse code characters (letters A through Z) are deciphered by debounc-
ing switch operations, classifying switch closures as valid Morse code elements
(dots and dashes), and recognizing element ensembles as valid Morse charac-
ters. If a sequence of received Morse code characters matches a master key
string, the door relay driver operates. Otherwise, the bell relay driver operates.

Contest  Winner
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As soon as the system detects an invalid
Morse character or a key mismatch, the
bell relay contact pair closes for a short
time. If the input sequence matches the
key in SRAM, the door opener relay con-
tact pair closes for a short time. After
the bell or door relay activates, a 4-s dead
time period begins during which switch
action is ignored. Further switch process-
ing is disallowed until the switch is open
for the entire dead time period. This
combats an intruder’s repeated attempts
to guess the entry code.

The default key string “OPENME”
is downloaded to the EEPROM when
the MCU is programmed. This is easi-
ly changed by one of the several
options provided by the hardware. 

To enter a new key, use the strap for
the “Enter new Key” option on the
hardware Options header. Then reset
the MCU. Next, key in the new key in
Morse code via the switch input. After a
new key entry starts, the entry is termi-
nated in one of the following situations:
when an element isn’t a valid Morse
code dot or dash; when an invalid Morse
code character is entered; when 10 valid
Morse code characters are entered (the

maximum key length allowed); or when
a switch dead time period expires. 

If the hardware’s 2,400-bps output is
connected to a terminal (like Hyper-
Terminal running on a PC), new key
characters will be printed as they’re
entered. When the key entry is termi-
nated, text is sent on the 2,400-bps
line to instruct you to change the
board’s Options strapping and reset
the MCU. The system then boots up
using the newly entered key.

I wrote the software for this project in
assembly code. It’s contained in a single
source file, keyless.asm, which you may
download from the Circuit Cellar ftp
site. I used Atmel’s AVR Studio 4 design
software for development. I used an
AVR in-system programmer to down-
load the object code to the MCU flash
memory and EEPROM.

HARDWARE
The circuit was con-

structed on a 2.5″ ×
3.25″ prototyping board
with copper pads per
hole on one side of the
board. I applied adhe-
sive copper foil to the
bottom of the board for
the ground plane and
then cut away portions
of it to allow for com-
ponent placement. Be
sure to provide a reasonable ground
system and power bypassing close to
the ICs. I routed 5-V power on top of
the board. Signal connections were
made point-to-point on the bottom.
Connections to and from the board
were made via the headers shown in
Photo 1 and listed in Table 1.

The Options header
contains 2 × 6 pins.
Jumpers are placed in
the pin pairs labeled 0,
1, and 2 to activate a
particular option. The
other three pin pairs
aren’t connected in the
circuit; they’re there
to store the jumpers
used on the pin pairs.
The jumper placements
for the Options head-
er are listed in Table 2.

Figure 2 (page 54) is a

schematic of the system. The doorbell
button connects to the header labeled
Switch, where optoisolator IC2 isolates
the external doorbell button’s wiring
from the main circuit (see Figure 2a).
Note that C1, which is connected to
the optoisolator diode current-setting
resistors R1 and R2, has nothing to do
with switch bounce. The time constant
of this RC input is approximately 9 µs.
It provides some RF immunity. The
optoisolator drives an inverting Schmitt
trigger for a connection to the MCU’s
input capture pin. 

Let’s focus for a minute on the MCU’s
reset circuitry. IC6 is a brownout detector
that resets the MCU when the 5-V rail
begins to dip. Capacitor C2 charges slow-
ly through R5 and is quickly discharged
through R6 when you press the board’s
Reset switch. An inverting Schmitt
trigger that’s connected through transis-
tor Q1 will hold the MCU in Reset mode

until the voltage on C2 reaches the
threshold of the inverter. This circuit-
ry is intended to delay the removal of
Reset mode until well after switch
bounce in the reset switch has ended. 

For the component values chosen for
R5 and C2, the MCU reset is asserted
for approximately 100 ms after the
reset switch has been released. This
guarantees a well-defined reset pulse
for the MCU no matter how shabby the
reset switch is or how quickly its clo-
sure might quit. Diode D2 provides ESD
protection.[1] LED1 is used for software
development and user-training purposes.

Each of the two relay drivers use
three MCU output port pins (see
Figure 2b). A driving bit pattern of 101
is required to turn on a relay. This
method is more robust than using a sin-
gle MCU port pin as a relay driver. The
intent here is to reduce the probability
of errant software operating a relay. Pull-

Table 1—The board headers apply to the circuit in Photo 1.

Photo 1—Five-volt power is routed on top of the circuit
board and copper foil is applied to the bottom of the
board for a ground plane. Various headers are used for
all of the circuit board connections.

Board header Function
VCC 5 V and ground power connection
Options System options selection (via pin pairs 0, 1, and 2)
ISP Connection for the AVR ISP in-system programmer
RS-232 2,400-bps output connection
Switch Doorbell switch connection
RY1 Relay contact pair for activating a door opener
RY2 Relay contact pair for activating a doorbell

Table 2—The circuit’s Options header provides the jumper placement for the
various options. A one indicates the placement of a jumper. A zero indicates
the absence of a jumper.

Pin Pair Option Selected

2 1 0

0 0 0 Normal system operation

0 0 1 Print switch closure times

0 1 0 Print Morse code characters entered via switch

1 0 0 Enter new key via switch

1 0 1 Print key match successes and failures

1 1 0 Print key on system boot

0 1 1 Unused

1 1 1 Unused
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up resistors R12 and R15 are provided to
ensure that a relay doesn’t operate
when the MCU is in Reset mode.

SOFTWARE ARCHITECTURE
I defined a finite state machine

(FSM) containing five system states.
The system rests in one of the states
when it’s waiting for an input stimulus.

Software operation is event-driven.
Events are sent from ISRs as a result
of input switch action or the firing of
a guard timer (timing out). An event
consists of setting an event flag (bit)
in a global Events byte from within an
ISR. The system’s idle loop spins on
the Events byte waiting for an event
flag to be set:

EvLoop:
tst Events
breq EvLoop

When the system is initial-
ized following an MCU reset, a
series of functions is called to
initialize system parameters
and peripherals. Next, the idle
loop is entered. After an ISR
sets an event flag, processing
breaks out of the idle loop and
continues in one of five major
functions (one for each of the
five system states). Each

major function has code to handle the
events that are expected in that state.

Processing in these functions and
the other functions invoked by them
implements the software components
illustrated in Figure 1. Table 3 identi-
fies the seven event flags assigned to
bit positions in the Events byte. 

SYSTEM TIMING
The AT90S2313 contains two timer/

counters: the 8-bit Timer/Counter0
and the 16-bit Timer/Counter1. All
system timing, except switch debounc-
ing, is derived from Timer/Counter0.
Timer/Counter1 alternates between the
Input Capture and Output Compare
Match modes to detect input switch
openings and closings and to perform
switch debouncing. The MCU’s timer/
counter prescaler is driven from an

8-MHz clock and drives each timer/
counter at one of the available prescaled
selections.

Timer/Counter0 is programmed so
the overflow interrupt ISR associated
with the timer/counter is called at a
500-Hz rate. This is accomplished by
selecting the right combination of
timer/counter prescaler and initial count-
er values for an interrupt every 2 ms. 

A 16-bit counter is incremented on
each entry to the ISR to provide a sys-
tem clock with 2-ms resolution. All
time measurements performed in deci-
phering the switch input keying are
based on this 2-ms system clock. Five
separate guard timers are also adminis-
tered by the Timer/Counter0 ISR. A
guard timer restarts processing after a
specific time period has elapsed. For
example, a Morse code character con-

sists of a sequence of one to
four elements. While receiving
elements from the input
switch, the MCU must know
when to stop waiting for
another element so that a
received sequence of elements
can be interpreted. To accom-
plish this, the Morse code
character inter-element guard
timer is set at the end of each
element reception. If the timer
fires (times out) before another

Figure 2a—An optoisolator isolates the doorbell button’s external wiring connected to the switch input from the MCU circuitry. An MC34164 brownout detector along with a col-
lection of parts drive the MCU reset input. b—Each of the two relay drivers are controlled by three MCU output pins. A 101 bit pattern is required to activate a relay. This
process is less error-prone for false relay operation compared to a single MCU output pin driving a relay.

Event flag Meaning

Sw_Open Switch opening detected

Sw_Close Switch closure detected

IETimeout Morse code character inter-element guard timer timeout

ICTimeout Morse code character inter-character guard timer timeout

DPTimeout Dead time period guard timer timeout

EXTimeout Excessive switch closure time guard timer timeout

NKTimeout Excessive time entering new key guard timer timeout

Table 3—Seven events are sent from two ISRs. The first two address switch
action. The others identify guard timer timeout. Processing breaks out of the
idle loop to perform work when an event flag is set.

a) b)
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element starts, the MCU is informed to
process the received element collection.

Guard timer implementation requires
two pieces of memory: a timer-running
flag and a 16-bit timer timeout value.
The former has two values. The timer is
running or it isn’t. A guard timer is set
by adding the desired guard time to the
current 2-ms system clock value, storing
this in the timer timeout value, and then
setting the timer running flag to “run-
ning.” The Timer/Counter0 ISR checks
the timer-running flag once every 2 ms
after the system clock has been incre-
mented. If the flag indicates the timer
is running, the timer timeout time is
compared with the current 2-ms system
clock. When the two match, it means
a guard timer timeout has occurred. 

After a timer timeout, the event flag
for the guard timer is set and the timer
running flag is changed to timer “not
running.” The event flag is then noticed
in the idle loop where the appropriate
function will be called to deal with the
event. A guard timer can be cancelled by
simply setting the timer-running flag
to the timer “not running” value.

Timer/Counter1 has the capability of
generating an interrupt in Input Capture
mode, Output Compare Match mode,
and Counter Overflow mode. Two of
these modes are used. Input Capture
mode detects switch openings and clo-
sures. Output Compare Match mode is
used in switch contact debouncing. The
use of Timer/Counter1 is best explained
by describing switch debouncing.

SWITCH DEBOUNCING
I investigated switch debouncing for an

earlier project in which a number of inex-
pensive switches were observed during
switch openings and closures. An MCU
was programmed to sample the state of
the switch, beginning with the initial
switch opening or closure and continuing
every 200 µs for approximately 15 ms.
The generated data clearly illustrated
how long bouncing activity went on rela-
tive to the initial switch opening or clo-
sure. Bounce times ranged from almost
nothing to as much as 10 ms. This
experience led to setting the switch
debounce time software tune parameter
in this project to 10 ms.

The debounce algorithm in this
project recognizes and timestamps the

initial opening or closure of the
switch. In addition, it prevents the
debounce transitions from driving the
MCU insane, and it verifies that a real
switch transition has taken place after
all the bouncing activity has stopped. 

Figure 3 shows the five states of the
software FSM and the allowable state
transitions. When the switch is open and
the system is in the open state, a switch
closure detection causes a transition to
the I_Close state (initial close). After
entering the I_Close state, the time is
recorded from the 2-ms system clock and
a switch debounce timer (10 ms) starts.

Switch openings and closures during
the debounce time are ignored. When
the debounce timer times out, the
state of the switch is sampled. If the
switch is open, then the system moves
back into the open state and nothing
else occurs. However, if the switch is
closed, then the system moves into the
close state, where the time recorded
during entry to I_Close is taken to
be the switch closure time. Here, an
event flag is set to signal that a switch
closure has occurred. The same process
is used in moving from the close to
open state via the I_Open (initial open)
state when a switch opening occurs.

Timer/Counter1 is used to detect
switch openings and closures and to
implement the switch debounce
timer. Input Capture mode is used for
switch opening and closure detection.
Output Compare Match mode is used for
debounce timer implementation. Only
one of these modes is needed at a time
to implement the switch debounce algo-
rithm. The timer/counter is conveniently
switched between the two modes.
Because two timer/counter modes are
being used, there are two ISRs associated
with the timer/counter. One is for the
Input Capture function. The other is
for Output Compare Match mode.

CHARACTER RECOGNITION
As previously stated, each switch

closure interval (the length of time the
switch is closed) is defined to be an
element. Morse characters consist of a
sequence of from one to four elements.
(The Morse code character set appears at
the end of the keyless.asm file posted on
the Circuit Cellar ftp site.) 

There are tunable thresholds for
classifying an element as a dot, a dash,
or an invalid Morse code element.
There is also a timing constraint on
the time interval between elements in a
Morse character (the inter-element guard
timer) where the current threshold on
the maximum time between elements is
500 ms. If more than 500 ms of switch
open time occurs following the ending of
an element, the previously received ele-
ment ensemble is interpreted as a poten-
tial Morse code character. As you gain
experience using this system, the 500 ms
may become annoying. If you want to
speed up the process of Morse code char-
acter entry, this likely would be the first
software tune parameter to shorten.

The switch debounce algorithm
detects each element and records the
element length. Received elements are
validated and classified as dots or dashes.
As elements are received, a 2-bit
code representing the dot or dash is
assigned to a 2-bit position within a
dot/dash code byte. The first element
received is assigned to bits 0 and 1.
The second element is assigned to bits 2
and 3, and so on. If a received element is
too short or long to be classified as a
dot or dash, or if too many elements
are received, an invalid Morse code char-
acter is declared. When the inter-element
guard timer fires and terminates the
reception of a Morse code character, the
received Morse code letter represented by
the dot/dash code byte is checked against
what’s expected in the master key string. 

KEY MATCHING
Character storage in the master key

string uses the same coding scheme
used for constructing the dot/dash code
of received Morse code characters. Key
matching progresses by checking the
first Morse code character received
against the first position in the key. The
second Morse code character is checked
against the second position in the key,

Open

I_Close

Close

I_Open Action

Figure 3—This state diagram shows the five major
states of the software and allowable state transitions.
Four of the states deal with switch debouncing and
Morse code element and character timing. The fifth
state, the action state, deals with relay operation.
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and so on. If a key match is found, a
check is made to see if the end of the
key string has been reached where a null
character in the next key position identi-
fies the key end. Consequently, as each
Morse character is received, key match-
ing will indicate one of the following:
no match, a partial match (character
matched that in the key, but the key end
hasn’t been reached), or a total match
(character is matched and the key end
has been reached).

If key matching indicates a partial
match, the system will wait for addi-
tional Morse code characters to be
received. In this situation, the guard
timer for Morse code inter-character
time is set. The value for this timer is
currently set high at 4 s. This gives
you adequate time to begin entering the
next Morse code character. Firing of this
guard timer will terminate waiting for
more input from the switch. This in turn
is interpreted as a key match failure. If
key matching doesn’t indicate a partial
or total match, then the system won’t
wait for additional input. Obviously,
no match is a key match failure.

RELAY ACTIVATION
After it’s determined whether or not

there was a match, the system enters
Action mode. Relay RY1 opens the door
if a total key match occurs. Otherwise,
relay RY2 rings the doorbell. In either
case, the relay is held in the operated
state for 1.5 s. 

Following relay operation, the dead
time period guard timer is set. Four
seconds is the current value for this
timer. This time must expire before
the system is allowed to advance to
the open state and arm itself for new
switch input. As I mentioned earlier, the
dead time is a safety measure against
repeated attempts to guess the key. A
switch closure during the dead time will
reset the dead time period guard timer.

INSTALL A NEW KEY
During normal operation, a received

Morse code character is checked
against the key. When the Enter New
Key option is made on the Options
header, a received Morse code character
is validated to make sure it’s a letter.
When the received character is valid,
the software does five things. First, it

sets a guard timer to terminate recep-
tion of new key characters if another
character isn’t received in a reasonable
amount of time. Second, the software
prints the received character on the
2,400-bps output. Third, it writes the
received character’s dot/dash code to
the master key in EEPROM. Fourth, it
advances an index into the master key
to the next key byte. And fifth, the
software checks to see if the maximum
key length has been reached.

If the received character isn’t valid, or
if the maximum allowable length for the
key has been reached, three steps termi-
nate new key character reception. First,
a null character is added to the master
key string in EEPROM as long as at least
one new character’s code is written to
the key. Second, instructions are printed
on the 2,400-bps output instructing you
what to do next. And third, an endless
loop is entered where LED1 continuously
flashes. Next, you must change the
Options strapping and reset the MCU. If
the MCU is reset without changing the
Options strapping, then the system will
boot up and expects a new key to be
entered again.

USER TRAINING
Can anyone just walk up to my key-

less entry system and use it? It’s unlike-
ly. Operating the system takes practice,
even if you are skilled in the art of Morse
code. For this reason I built a few train-
ing modes into the system. As with the
“Enter new key” option, the training
modes are selected by the Options head-
er (see Table 2). The two most important
ones are “Print Morse code characters
entered via switch” and “Print switch
closure times.”

The “Print Morse code characters
entered via switch” option prints the
Morse code characters entered via the
switch over the 2,400-bps output.
When an optional terminal is connected
to this output, you can easily get the feel
for the system by seeing the Morse code
characters keyed into the system print-
ed on the terminal screen. Note that key
matching and relay operation aren’t per-
formed with this option. If an illegal
character is entered, a question mark will
be printed. I recommend taking your
time when entering Morse code via the
switch to cut down on potential errors. 

Finally, the “Print switch closure
times” option prints each switch closure
time that is longer than the debounce
interval via the 2,400-bps output. With
this option, only the switch closure
times are printed. Elements aren’t assem-
bled into Morse code characters for
matching against the key. This is provid-
ed for setting the tune parameters in the
software that are used for identifying
valid Morse code dots and dashes. There
is one inconvenience with this option:
switch closure times are printed in hexa-
decimal. MCU memory limitations pre-
vented the addition of a hexadecimal-to-
decimal conversion function.

If you try this project, I encourage you
to experiment by changing the software
tune parameters defined at the beginning
of source code file keyless.asm. These
time threshold parameters are used for
decoding elements received from the
input switch into Morse code characters.
By experimenting with these parame-
ters, you can further adjust the sys-
tem’s response to your liking. I

ftp://ftp.circuitcellar.com/pub/Circuit_Cellar/2005/176
http://www.atmel.com/dyn/products/other_docs.asp?family_id=607
http://www.atmel.com
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troller transmit a stream of ones for syn-
chronization and having the slave turn
some of them into zeros. In a similar way,
reset and presence pulses are exchanged
to synchronize the stream between a
master and slave device.

Philips Electronics developed the I2C
standard in the early 1980s. The I2C bus
is a good compromise with regard to
speed and complexity. Two maximum
transfer speeds are defined: 100 and
400 kHz. But there is no restriction in
the length of a single bit, so even soft-
ware-driven I2C devices can be easily
implemented on a microcontroller
without, for example, a restriction on
the use of interrupts that may cause the
bit period to be extended arbitrarily.

Only two wires are required to imple-
ment an I2C bus, and because of the open-
collector nature of the electrical interface,
a slave can be connected or disconnected
at any time without affecting any other
device on the bus. I2C includes an arbitra-
tion procedure that takes advantage of the

Although modern microcontrollers
and FPGAs offer large numbers of I/O
pins, and SMD technology makes it
possible to accommodate many more
pins on a square inch of a PCB, this
hasn’t discouraged the use of serial
buses for component connection on a
board. In addition to traditional buses
like I2C and SPI, new ones have been
invented for particular applications
such as the Dallas 1-Wire bus, which is
growing in use for smart sensors as ther-
mometers, intelligent keys, and so on.

In Fast mode, SPI links microcon-
trollers with fast ADCs, DACs, and EEP-
ROM devices. High data rates can be
sustained because it uses separate input
and output pins. There isn’t an embed-
ded address in the protocol, so a chip
select signal must be supplied for each
device connected to the bus. Each slave
device has a Slave Select input. The
master device must have as many Slave
Select outputs as there are slave devices,
or it must have an external decoder. The
SPI bus allows for the easy connec-
tion of non-intelligent peripherals
like a shift register. Chained shift
registers can implement large
input and output expanders.

On the other hand, a good level of
intelligence is required for a connec-
tion to a Dallas 1-Wire bus. In this
protocol a single line with a pull-up
resistor is taken low for 1 to 15 µs
in order to transmit a one. A zero is
transmitted by pulling the line low
for more than 60 µs and less than
120 µs. In this way, commands and
data are sent to the slave device.
Data is transferred from the device
to the controller by having the con-

wired AND connection. This allows a
true multimaster bus to be implemented.
In practice, if two or more masters try to
put information on the bus (the first to
produce a one while the others produce a
zero), they will lose the mastership. Also,
if a slave is a slow device, it can slow
down any transaction on the bus by
holding down the clock line.

Each device on the bus is selected by
a unique 7-bit address. A simple mas-
ter/slave relationship exists at all times.
The only other limit on the number of
slaves connected to the same bus is the
maximum bus capacitance of 400 pF.

For all these reasons, the I2C bus is a
good candidate for controlling an FPGA.
You can implement the slave interface
with the custom logic in the FPGA.

INSIDE I2C
The I2C bus is a well-known inter-

face, so there are numerous micro-
processor peripherals that can be
attached to the bus, starting with I/O

expanders (e.g., the PCF8574) to
display controllers and EEPROMs.
The amount of storage associated
with an I2C device is unlimited;
it can range from a few bytes to
256 Kb or more.

At the same time, many micro-
controllers (e.g., the Cypress
CY7C68013 and Microchip
PIC18Cxxx family) now include
an I2C bus master peripheral on-
chip. If a hardware interface isn’t
provided, it can be achieved by
controlling a pair of I/O pins in
software.

Many compilers offer driver
routines to control I2C devices

FEATURE ARTICLE by Roberto Ferrabone

Control an FPGA with I2C
Is the I2C bus a good candidate to control an FPGA? Roberto thinks so. In this article, he
makes a case for I2C based on a careful study of its capabilities. He also shows us how to
drop an I2C module into an FPGA.

#USE I2C 
Syntax:  #USE I2C (options)

Elements: Options are separated by commas and may be:

MASTER  Set the Master mode
SLAVE  Set the Save mode
SCL=pin  Specifies the SCL pin (pin is a bit address)
SDA=pin  Specifies the SDA pin
ADDRESS=nn  Specifies the Save mode address
FAST  Use the fast I2C specification
SLOW  Use the slow I2C specification
RESTART_WDT  Restart the WDT while waiting in I2C_READ
NORFORCE_SW  Use hardware I2C functions

Purpose: The I2C library contains functions to implement an I2C bus.
The #USE I2C remains in effect for the I2C_START, I2C_STOP, 
I2C_READ, I2C_WRITE, and I2C_POLL functions until another USE I2C
is encountered. Software functions are generated unless the  
NORFORCE_SW is specificied. Slave mode should be used only
with the built-in SSP. 

Figure 1—The CCS C compiler for the Microchip PIC includes support
for I2C implemented in hardware or software.
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with or without a hardware interface.
Figure 1 shows how the declaration of an
I2C peripheral on a PIC microcontroller
is done using the CCS C compiler. 

Two speeds are available. Slow is the
original speed incorporated into early
devices; it’s limited to 100 kHz. Some
EEPROMs and early I2C peripherals use
this speed. Fast is typically 400 kHz,
which is supported by a wide variety of
newer devices. The other options are
used to specify whether the I2C inter-
face is a master or slave interface. They
also specify whether the hardware
interface or software emulation should
be used, and whether or not the pins
should be used for the clock and data.

I2C BUS CONNECTION
The two wires in the I2C bus are usu-

ally referred to as SDA and SCL. They’re
used to transmit data and clock, respec-
tively. Devices connected to the two
wires must have open-drain outputs and
mustn’t clamp the input line to their
own supply voltage with ESD protection
diodes. This allows the bus to be shared
among devices using different supply
voltages. The pull-up resistors on SDA
and SCL must be connected to 5 V
±10% (see Figure 2). Each device should
include on-chip filtering to
reject spikes and improve the
overall robustness of the bus.

The I2C bus allows for
multimaster configurations.
A master that wants to relin-
quish the bus must simply
stop driving the SCL line. If a
system has only one mas-
ter and the slaves are fast
devices that don’t require
clock stretching, the pull-up
resistor on the SCL line
can be deleted and the
master can actively drive

the SCL line both low and high.
The two-wire protocol is based on

the identifications of start and stop
conditions. A start condition is defined
as a high-to-low transition on the SDA
line while the SCL line is high. A stop
condition is defined as a low-to-high
transition on the SDA line while the
SCL line is held high.

At all other times, it is mandatory
that SDA remain stable whenever the
SCL line is high during the data phase
of the transaction. The SDA set-up time
(to SCL rising) is specified based on the
nominal bus speed: 250 ns on a 100-kHz
bus and 100 ns on a 400-kHz bus.

The number of data bytes between a
start and stop condition is unlimited;
the only require-
ment is that each
data byte must be
acknowledged.
The acknowledge
condition is a low
on the SDA line
in the ninth bit
position follow-
ing each 8-bit
byte (see Figure 3). In a write cycle, the
slave provides the acknowledge on the
data bytes. In a read cycle, the master
provides the acknowledge on all but the
last data byte. The missing acknowl-
edge is how the master signals to the
slave that it intends to terminate the
transaction.

DEVELOPMENT TOOLS
Technology improvements and the

availability of powerful PCs have
made the design of custom chips avail-
able not only to big companies, but
also to engineers and hobbyists. FPGA

vendors have developed more complex
design software packages. They also
have begun to make them available
for free (or at a low cost) on the ’Net.

Xilinx’s free WebPACK development
system supports project design
(schematics, VHDL, and Verilog) and
the verification of the design with the
powerful Mentor Graphics ModelSim
logic simulator. The latter makes it
easy to test the design by provide vir-
tual tools like oscilloscopes, logic
state analyzers, and test points.

The Xilinx package also allows you
to migrate the design to its various
chip families, including Virtex,
Spartan-II, Spartan-3, CoolRunner, and
XC9500 CPLDs. It’s easy to port a

microprocessor peripheral built for a
big FPGA to a modest CPLD device.

The Spartan-II family in this imple-
mentation offers a decent number of
logic gates at a reasonable cost. The I/O
resources allow for a direct connection
to the I2C bus. The project also could be
ported to the new Spartan-3 family, but
the I/O scheme must be redesigned
because you can’t disable the ESD pro-
tection on this family.

I originally developed my project on
the Spartan-II, which has the ability to
disable both the internal pull-ups and
the ESD protection diodes in its I/O

buffers. This allows the
chip to be used in mixed-
voltage systems because
the pins can tolerate being
pulled up by external resis-
tors to 5 V.

The Spartan-3’s ESD pro-
tection diodes can’t be dis-
abled. This has no effect on
single-voltage systems, but
in a mixed-voltage system,
it’s necessary to split the
voltage domains using a pair
of MOSFET transistors (see
Figure 4).

SDA

SCL

RP RP CMOS CMOS NMOS Bipolar

VDD2 VDD3VDD1 = 5 V ±10%

Figure 2—Devices connect to the I2C bus using just
two signals, SCL and SDA. Any supply voltage may be
used as long as the device can tolerate having the bus
lines pulled up to 5 V.

Start
SDA

SCL

D7 D6 D5 D4 D3 D2 D1 D0

987654321

*ACK

Stop

Figure 3—I2C bus transactions are bracketed by unique start and stop conditions.
Each 8-bit byte is followed by a ninth clock pulse for an acknowledge provided by the
receiving device.

3.3-V Device

VDD1 = 3.3 V 

3.3-V Device 5-V Device 5-V Device

SCL1

SDA1

RP RP

S D

G
TR1

G

DS

TR2

RP RP

VDD2 = 5 V 

SCL2

SDA2

Figure 4—Two N-channel MOSFETs can be used to separate an I2C bus into separate
5- and 3.3-V domains.
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FPGA DESIGN
The sample FPGA design contains

the module ports for the two I2C bus
pins, the module port and the dedi-
cated buffer interface for the exter-
nally supplied clock, a readable reg-
ister, and a single bit register that
you can write to and that drives an
LED for testing (see Figure 5). The
I2C bus module in the middle does
all the work. It provides two 8-bit
buses: one is for input (I2CIN(7:0))
and one is for output (I2COUT(7:0).
You can use the 16-bit decoded write
strobe as an asynchronous write
strobe signal. You can even use it as
a clock enable signal with SCL as the
activating clock.

The revision block is a trivial
example of a read-only register.
Reading register 5 will return the
0x33 value.

Inside the I2C bus module, the
SDAIN and SCLIN input signals are
sampled and filtered with a 125-ns
clock. The resulting signals are used
to create start pulses (every falling
edge of SDA while SCL is high) and
stop pulses (every rising edge of SDA
while SCL is high).

A shifter and a comparator capture
the first 3 bits of the serial stream and
compare them to 110. If the received
address doesn’t match, the INVALI-
DADDRESS signal is asserted. If the
address does match, the next 4 bits are
taken as the register address. The
next (and last) bit is the write or read
flag bit. A low on the SDA line in
the ninth bit position acknowledges
the received byte. (This repeats for
every subsequent byte in a write
transaction.)

If the operation is a read, a read
strobe (RDREG(7:0)) is generated at
the same time the acknowledge is
sent to the master. The input data is
latched in a data shifter in preparation
for the next group of clock pulses
from the master. After the first byte,
subsequent read strobes are generated
only if the master acknowledges the
current byte.

In a write operation, the output
strobe (WRREG(15:0)) is generated
only after the complete reception of
the next byte. The output strobe is
generated for each subsequent byte

sent prior to a stop condition. This
allows the realization of multi-byte
registers or the initialization of

RAM via I2C.
The user constraints file (.ucf)

allows you to fix the device’s pinout.

Figure 5—The I2C module drops into an FPGA, requiring only two pins plus a system clock. This sample applica-
tion shows an 8-bit read-only revision register and a single output bit. A low-precision oscillator for clocking internal
logic can be created using an I/O buffer’s pull-up resistor and pin capacitance, as shown in the lower left corner.

Listing 1—The behavior of the two external signals, SCLIN and SDAIO, is defined by the VHDL test bench.

--***Test bench: User-defined section***
process
begin
SCLIN <= ‘0’ ;
wait for 1000 ns ;
SCLIN <= ‘1’ ;
wait for 1000 ns ;
end process ;

tb : PROCESS
BEGIN
SDAIO  <= ‘1’,

‘0’ after 1500 ns,
‘1’ after 8900 ns,
‘0’ after 10200 ns,
‘1’ after 17100 ns,
‘0’ after 17600 ns,
‘1’ after 18500 ns,
‘0’ after 22500 ns,
‘1’ after 30500 ns,
‘0’ after 32500 ns,
‘1’ after 50500 ns,
‘0’ after 52100 ns,
‘1’ after 55100 ns,
‘0’ after 55700 ns,
‘1’ after 56800 ns,
‘0’ after 60500 ns,
‘1’ after 68500 ns,
‘0’ after 70500 ns,
‘1’ after 93200 ns,
‘0’ after 93800 ns,
‘1’ after 94800 ns,
‘0’ after 98500 ns,
‘1’ after 102800 ns,
‘0’ after 104500 ns,
‘1’ after 106500 ns,
‘0’ after 110500 ns,
‘Z’ after 113000 ns;
wait; — will wait forever

END PROCESS;
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If the microcontroller or FPGA’s
pinout is tight, and if the initial-
ization of the FPGA is done via
the microcontroller, then the
SDA and SCL pins can be assigned
to the DIN and INIT pins,
respectively.

A handy feature of the origi-
nal Spartan devices was an
available low-tolerance clock
oscillator built into the FPGA itself.
This feature isn’t present in more
recent Spartan devices. A way to
overcome this limitation is shown in
Figure 5.

This approach requires a dedicated
I/O pin driven by an I/O buffer in
Slow mode. An RC oscillator is cre-
ated using the configurable I/O pull-
up resistor and the inherent capaci-
tance of the pin. This produces a
clock that’s approximately 8 MHz.
This can be useful if there is other-
wise no need for precise timing
inside the FPGA. The clock also can
be used outside the chip, in which
case the additional capacitance of
the attached circuitry will reduce the

working frequency.

TEST BENCH
Another interesting feature of the

Xilinx software package is the simu-
lator, which allows you to test your
design without having to implement
it. Without this, you would have to
create multiple test versions of your
chip, bringing out different internal
nodes to a limited set of external
test points each time. The
ModelSim XE II simulator accepts a
VHDL test bench as input. The
WebPACK design wizard automati-
cally generates the file’s skeleton
when you create a new project. In
this case, the test bench defines two

processes to simulate the behavior
of the two external signals, one for
SCLIN and one for SDAIO (see
Listing 1).

Photo 1 shows three full transac-
tions on the I2C bus, starting with a
write operation (the LSB of the first
byte is cleared) from the microcon-
troller to the FPGA. This operation
writes to register 1 with data equal to
1, setting the TESTPOINT output pin.
The next transaction resets the TEST-
POINT output by writing to register 1
with data equal to 0.

The last transaction in the simula-
tion display is a read operation. The
read bit (high) is easily identified as
the last of 8 bits in the control byte.

Photo 1—The ModelSim waveform output shows three complete I2C transactions: a write operation that sets the test point
high, a write that sets it low again, and a read of the revision register.

http://www.maxstream.net
http://www.reachtech.com
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The value of the I2CIN bus is shifted
out onto the SDA line, as indicated by
the white dashed line on the right end
of the display.

FIRMWARE
Most compiler vendors provide

library functions that support I2C
interfaces. To implement an I2C mas-

ter controller, it’s usually just neces-
sary to prepare the data to be sent and to
call one or more library functions that
do the work. This project was tested
with PIC18Cxxx and PIC16Cxxx micro-
controllers, and also with the Cypress
EZ-USB FX2 8051-derived microcon-
troller, using software tools from CCS
and Keil (see Listings 2 and 3).

The Keil compiler makes access to
FPGA I2C interface particularly easy.
In this case the address argument in
the call shifts left by 1 bit inside the
library routine.

VHDL IMPLEMENTATION
The schematic implementation is

good as long as you’re working with
only one FPGA family. But if you
have to migrate the project to another
technology, the work becomes cum-
bersome and annoying. That’s what
happened to me. For the first time
after a long period of using Xilinx
design tools exclusively, I had to use
the Altera design package because of a
customer requirement.

The first design in the new environ-
ment was hard. I obtained a license
and got the first simple project work-
ing. I soon discovered that the two
systems are not so different, so I
began to appreciate the unique fea-
tures of using VHDL for designing.

After briefly studying some articles,
I became more confident about the
process of translating working projects
to VHDL. My first attempts closely
followed the structure of the schemat-
ic project. I took the schematic page
and divided it into blocks (input filter,
SDA and ack generator, read/write sig-
nal generator, and input shift register),
replacing parts of the schematics with
the newly written blocks of VHDL
code and using the simulator tools
extensively until I gained confidence.
The last step involved replacing the
entire sheet with a VHDL file in
which the various blocks were includ-
ed as components.

At this point, with the project run-
ning well on a Xilinx FPGA, I took
the files and included them in a sheet
in the Quartus II development pack-
age. It took little effort to have the
project running both in simulation
and on a real chip.

Listing 2—Use the CCS compiler with the FPGA access routines for PIC microcontrollers.

void write_fpga (uchar regfpga, uchar *data, uchar numdati)
{

write_firstfpga (regfpga);
while (numdati— != 0) {

i2c_write (*data);
data++;

}
i2c_stop();

}
void write_firstfpga (uchar regfpga)
{

i2c_start();
i2c_write ((0xc0 | regfpga << 1) & 0xfe);

}
uchar read_fpga (uchar regfpga)
{

uchar data;
i2c_start();
data=(0xd0| (regfpga)<<1) | 0x1;
i2c_write ((0xc0 | (regfpga)<<1) | 0x1);
data = i2c_read (0); // Do not ack
i2c_stop();          // Always to do after read!!!!!!!
return (data);

}

http://www.circuitcellar.com/magazine/contests.htm
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SOURCES
Quartus II 4.1 web edition 
Altera Corp.
www.altera.com

C compiler
CCS Inc.
www.ccsinfo.com

CY7C68013 EZ-USB microcontroller
Cypress Semiconductor Corp.
www.cypress.com

C51/Cx51 C compiler and
MicroVision2 compiler
Keil Software
www.keil.com

ModelSim logic simulator
Mentor Graphics 
www.mentor.com

WebPACK 6.2 design package
Xilinx 
www.xilinx.com

Roberto Ferrabone earned a B.S.E.E.
at the Politecnico di Torino in Turin,
Italy. He co-owns Siro Automazione
Srl, which is a firm involved in hard-
ware and software solutions. You may

PROJECT FILES
To download the code, go to ftp.circuit
cellar.com/pub/Circuit_Cellar/2005/176.

RESOURCES
P.J. Ashenden, “The VHDL
Cookbook,” University of Adelaide,
South Australia, 1990.

Philips Semiconductors, “The I2C-Bus
and How to Use It,” April 1995,

www.mcc-us.com/i2cHowToUseIt
1995.pdf.

Synario Design Automation, “VHDL
Reference Manual,” March 1997.

GREAT EXPERIENCE
After having such a good experience

with VHDL design, it’s nearly impos-
sible to imagine using only schematic
entry for new projects. Contrary to
expectations, it isn’t true that you lose
control of the allocation of hardware
resources with this type of design. I

reach him at roberto.ferrabone@sirio
automazione.it.

Listing 3—Use the Keil MicroVision2 compiler with the FPGA access routines for the CY7C68013 EZ-USB
microcontroller.

BOOL WriteFpga (BYTE regaddress, BYTE length, BYTE xdata *dati)
{

return (EZUSB_WriteI2C (regaddress+0x60, length, dati));
}
unsigned char ReadFpga (BYTE regaddress)
{

unsigned char xdata temp;
EZUSB_ReadI2C (regaddress+0x60, 1, &temp);
return (temp);

}

ftp://ftp.circuitcellar.com/pub/Circuit_Cellar/2005/176
http://www.mcc-us.com/i2cHowToUseIt1995.pdf
http://www.altera.com
http://www.ccsinfo.com
http://www.cypress.com
http://www.keil.com
http://www.mentor.com
http://www.xilinx.com
http://www.usbee.com
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The only ones I came across were a
MAXIM RS-232 converter and a stan-
dard set of logic gates housed in a 14-pin
SOIC package. I was elated! Freescale
indeed had delivered a true single-IC
Ethernet solution. Photos 2a and 2b
show the raw MC9S12NE64 develop-
ment board before I put it back in its
elegant translucent enclosure.

With my curiosity satisfied, I decided
to learn more about the MC9S12NE64.
The development kit includes a spe-

An ad describing a new Freescale
Ethernet product recently caught my
attention as I thumbed through my
weekly bundle of electronic industry
magazines. Freescale was marketing a
single-IC 10/100 Ethernet solution.
Hmm. Many vendors have claimed to
be able to provide single-IC Ethernet,
but most of them have required an
extra PHY device to complete the sin-
gle-IC package. With nothing more
than a picture to go by, I figured the
catch was that it would require a mil-
lion external components to support
the Ethernet IC. Or, maybe I’d have to
completely retool for the new device.
Or, even worse, maybe I’d have to write
all the driver code from scratch and the
IC would end up costing a fortune.
Well, even with such negative notions,
I wanted to see the thing in action.

MC9S12NE64 EXPOSED
Freescale isn’t your father’s

Motorola. My new MC9S12NE64
development kit arrived in a multicol-
ored box with pictures suggesting how
I could put the single-IC Ethernet
device to work. Of course, I wanted to
see the actual development board and
check out the single-IC Ethernet device.
The discovery process was delayed a
bit because I had to disrobe the
MC9S12NE64 development board (for-
mally known as the DEMO9S12NE64)
by removing it from the precisely
machined silk-screened plastic con-
tainer in which it was mounted (see
Photo 1). 

After I extracted the MC9S12NE64
development board from its pristine
enclosure, I looked for extra PHY ICs.

cial version of the CodeWarrior C com-
piler, a trial CMX MC9S12NE64 TCP/IP
stack, an open-source TCP/IP stack, and
a ton of MC9S12NE64 documentation
on the CD-ROM. There’s also a
demonstration version of Treck’s real-
time embedded Internet protocols. 

The MC9S12NE64, which is based on
Freescale’s 68HC12 architecture, comes
standard with 8 KB of RAM and 64 KB
of flash memory. It’s a 3.3-V part
equipped with all the standard micro-
controller amenities. If you call the roll,
a couple of serial communications inter-
faces (SCIs) will answer, as will a four-
channel timer, an I2C interface, an SPI
interface, and a 10-bit eight-channel A/D
converter. Of course, an Ethernet media
access controller (EMAC) and a 10/100
Ethernet physical layer (EPHY) are
also unique parts of the MC9S12NE64’s
electrical and logical mix. 

The fast MC9S12NE64 can achieve
a 40-ns minimum cycle time with a
25-MHz clock. Its on-chip debugging
capabilities are designed to eliminate

Single-IC 10/100 Ethernet Solution

APPLIED PCs by Fred Eady

Thinking about implementing embedded Ethernet hardware? Try Freescale’s MC9S12NE64.
With this powerful tool, single-IC Ethernet is a no-brainer.

Photo 1—My friend Mark (the machinist) marveled at
the precision and care taken to produce this little case.
The only initial confusion I had was which state (1 or 0)
meant what to SW3.

Photo 2a—Notice that my question about SW3 is answered in the silkscreen legend of SW3. SW3 is a Load/Run
switch. The MC9S12NE64 development board looks busy from this angle. However, if you ignore all of the holes
and traces, you’ll see that there are few components mounted here. b—Here’s a look at the business side of the
MC9S12NE64 development board. This is the 112-pin variant. If you decide to use the 80-pin MC9S12NE64, you’ll
have to add a heatsink pad on your PCB under the Ethernet IC.

a) b)
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the need for what Freescale calls box
emulators. However, the MC9S12NE64
development board is fitted with a six-
pin background debug (BDM) pin set.
When I saw this, I got my trusty P&E
Microcomputer Systems Cyclone Pro
and ICD12Z programming and debug-
ging tools ready. Although crawling
through hex dumps and source code
can be a lot of fun, I was anxious to
find out just what I needed to make
the MC9S12NE64 go as far as hard-
ware was concerned. Judging from
what I’d seen, I didn’t think I’d have
too much to do on the hardware side
to send some packets over the wire.

SUPPORTING HARDWARE
The MC9S12NE64 is a microcon-

troller internally surrounded by sub-
systems such as an A/D converter,
communications interfaces, and a full-
blown Ethernet MAC and PHY in this
case. The MC9S12NE64 is a microcon-
troller, so it needs what all microcon-
trollers need. Power’s a given, and it’s
supplied to the MC9S12NE64 in the
normal manner using a wall-wart/lin-
ear fixed-voltage regulator scheme. 

The MC9S12NE64 development kit
uses a Linear LT1086CM-3.3 fixed-
voltage regulator. I’m sure Freescale

buys in quantity, so the cost of the
LT1086CM-3.3 probably isn’t of any real
consequence. A less expensive alterna-
tive is National Semiconductor’s
LM1086CS-3.3. It’s great if cost is an
issue and you aren’t buying voltage
regulators by the thousands. In either
case, you’ll get the necessary 3.3 VDC
at the voltage regulator’s output pin,
and that’s all that really matters. 

The MC9S12NE64 uses an internal
2.5-VDC voltage regulator to supply
correct voltages to the CPU core, the
PLL subsystem and the Ethernet PHY
electronics. The on-chip 2.5-VDC reg-
ulator eliminates the need to supply
2.5 VDC externally with an additional
power supply. If you’re hardheaded,
you can bypass the internal 2.5-VDC
regulator and supply your own version
of CPU core voltage. Freescale frowns
on going about supplying the CPU
core voltage the hard way.

I’m talking about a microcontroller
here, so clocking is a must. To drive
the on-chip Ethernet PHY at 100 Mbps,
a 25-MHz internal bus clock is
required. The crystal-based 25-MHz
input clock signal is used by the
MC9S12NE64’s PLL to synthesize the
internal bus clock of 25 MHz and to
drive the CPU and the Ethernet PHY. If

your application doesn’t need 100 Mbps,
you can set the internal bus clock as
low as 2.5 MHz. The MC9S12NE64
datasheet and application notes sug-
gest running the internal bus clock at
16 MHz for 10-Mbps operation. In
either case you’ll need the 25-MHz crys-
tal clock to supply clock to the PLL.

I went through the math in the
MC9S12NE64 datasheet concerning
the PLL loop filter component values.
After numerous iterations through the
formulas, nothing added up to match
the capacitor and resistor values in
any of the MC9S12NE64 development
board schematics. 

In the MC9S12NE64 schematics, the
parallel and serial PLL loop filter capaci-
tors were set to 470 and 4,700 pF, respec-
tively (see Figure 1). The PLL filter resis-
tor value varied between 2.2 and 5.1 kΩ.
The DEMO9S12NE64 used 5.1 kΩ and
a differing MC9S12NE64 development
board (EVB9S12NE64) with 2.2 kΩ. All
of the MC9S12NE64 schematics showed
the 2.2 kΩ value with the same 470- and
4,700-pF capacitor pair. 

Thinking that I was missing some-
thing, I searched the Freescale web
site for clues that would help me make
sense of the PLL loop filter calculations.
I thought I had struck gold when I came

Figure 1—This is child’s play. However, the MC9S12NE64 development kit package comes with some hints about what to do and what not to do when you lay out your MC9S12NE64 PCB.
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across an HCS12 PLL loop filter com-
ponent calculator. I plugged the SYNR
and REFDV values from Listing 1 into
the PLL loop filter component calculator
and ended up with results that were far
from the component values found on
my MC9S12NE64 development board.
In fact, my manual calculations were
extremely close to those offered up by
the HCS12 PLL loop filter component
calculator. The HCS12 PLL loop filter
component calculator consistently set
the capacitor values at a factor of four
less than those posted in the schematics.

Rather than make any incorrect
assumptions, I posed a question to the
Freescale technical support staff. As
luck would have it, the Freescale web
site was going through an upgrade, so I
had to wait for an answer. Refer to the
Circuit Cellar ftp site for more infor-
mation about PLL formulas.

One of the PLL calculations (fPLL)
worked fine. Most of the values you need
in order to cipher the PLL frequency (fPLL)
can be obtained from the source code in
Listing 1. To calculate the fPLL:

If you use the values from Listing 1 to
fill in the blanks, everything inside the
brackets equates to two. The OSCCLK
value is 25 MHz (see Figure 1). That gives
you an fPLL of 50 MHz. SYNR is a 6-bit
value that controls the PLL’s multiplica-
tion factor. To use the SYNR value to
alter the PLL frequency, set the PLLSEL
bit. That’s done with CLKSEL_PLLSEL
= 1. Setting the PLLSEL bit gets the
system clocks from the PLL clock. 

With the PLLSEL bit set, you can alter
the OSCCLK value with the numerator
portion of the fPLL formula as a multiplier
for the OSCCLK signal. The denominator
portion of the fPLL formula also depends on
the PLLSEL bit being set. REFDV is a
4-bit value that defines the granularity of
the PLL multiplier steps. The PLL multi-
plier granularity is determined by dividing
the OSCCLK signal by REFDV + 1. With
the PLLSEL bit set, the MC9S12NE64
CPU core clock is equal to fPLL and the bus
clock is equal to half the core clock. You
need a bus clock of 25 MHz to run the
MC9S12NE64’s Ethernet peripherals at
100 Mbps, and you have it according to
the code in Listing 1. 

f  = 
2  SYNR + 1

REFDV + 1
  OSCCLKPLL

× ( )
×

I found another mystery-meat resistor
value attached to the MC9S12NE64’s
PHY RBIAS pin. I searched the
MC9S12NE64 documentation over and
over, but the references to the RBIAS pin’s
value were nowhere to be found. Each
reference to RBIAS pointed me to the
electrical characteristics area of the
MC9S12NE64 datasheet. Examining the
MC9S12NE64 development board
schematics revealed a constant 12.4 kΩ
across all of the development boards. It
became obvious that 12.4 kΩ was the
value of choice, but it would be nice to
know how it came about. After a couple
of days of searching, I looked for “bias”
instead of “Rbias,” and found the elu-
sive value of 12.4 kΩ in the EPHY oper-
ating conditions (Table A-24).

Even if you decide to do absolutely
nothing else with the MC9S12NE64
but use the Ethernet peripherals, you
must provide a LAN interface. The
MC9S12NE64 development board is
fitted with Bel Fuse integrated mag-
netics identified (part number 0810-
1X1T-08). In my experience, integrated
Ethernet magnetic parts are somewhat
difficult to obtain after the part is found
to be carried by a particular distributor.
So, I took it upon myself to find the Bel
Fuse part. To my surprise, Avnet carries
it. The only drawback is that you must
order a minimum of 60 sets of magnet-
ics to meet the minimum. However, it
isn’t a bad deal for approximately $2. 

I’m partial to Bothhand Ethernet
magnetics because they’re easy to
find. The Bothhand NU1S041 is elec-
trically identical to the Bel Fuse 0810-
1X1T-08 and just a bit more expen-
sive. The major differences between
the parts are the way the LEDs are
mounted and the footprint. The Bel
Fuse isolation magnetics use a set of

light pipes to carry the light from
LEDs mounted externally to the rear
of the magnetic package. The
Bothhand LEDs are totally enclosed in
the can. They are mounted flush with
the front of the magnetics can. 

Note that the MC9S12NE64 sup-
ports the status LEDs that are con-
tained within the integrated magnetic
shell much like any other Ethernet
engine would. The status LEDs are
optional. However, the MC9S12NE64
allows you to turn them off and save the
dedicated status LED port pins for other
purposes. The downside to this form of
control is that all of the LED status driv-
er pins are either on or off. If only one
status signal is needed, you could use
a nondedicated MC9S12NE64 I/O pin
to drive the status LED via firmware. 

The Ethernet isolation magnetics
are pretty much a no-brainer. The cir-
cuitry and even the range of resistor
values used by the MC9S12NE64
development board (49.9 to 51.1 Ω)
match those used by the 10/100-Mbps
ASIX 88796 L I use in my high-speed
Ethernet designs. The MC9S12NE64
isolation circuitry uses a single capacitor
while the ASIX 88796 L configuration
requires three capacitors. In addition to
the Bothhand integrated package, the
MC9S12NE64 datasheet notes at least
three more manufacturers and their
isolation magnetics part numbers that
can be used in an MC9S12NE64 design.

Odds are you won’t get your initial
MC9S12NE64 IC loaded with serial boot-
loader/debugging code. So, it may be pru-
dent to add a BDM interface just as the
MC9S12NE64 development board
designers have done. You can reset via the
BDM, but adding a simple SPST switch-
resistor-capacitor reset circuit to the
MC9S12NE64’s reset pin is a good idea.

Listing 1—This little bit of code speaks volumes. As you can see in Photo 3 (page 70), the proof in the pudding
is backed up in a debug screen as seen via the HCS12SerialMon serial monitor/debugger.

//System clock initialization 
CLKSEL=0;
CLKSEL_PLLSEL = 0;      //Select clock source from XTAL 
PLLCTL_PLLON = 0;       //Disable the PLL 
SYNR = 15;             //Set the multiplier register 
REFDV = 15;            //Set the divider register 
PLLCTL = 192;
PLLCTL_PLLON = 1;      //Enable the PLL 
while(!CRGFLG_LOCK);    //Wait 
CLKSEL_PLLSEL = 1;      //Select clock source from PLL
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All that’s left is to make sure the
MC9S12NE64’s power supply pins are
properly bypassed. That’s it. Freescale
has left almost nothing to chance on
the firmware side. The MC9S12NE64
package comes with a boatload of
example code. Whatever you don’t get
with the development board can be
downloaded from the web site.

FOOLPROOF ETHERNET 
The MC9S12NE64 development kit

gives you a number of firmware roads
to travel to arrive at Ethernet connectiv-
ity. Source code is provided for the basic
Internet protocols and applications. 

The MC9S12NE64 comes preloaded
with a serially accessible monitor pro-
gram. The idea is to allow you to eval-
uate and debug the development board
without having to tool up with box emu-
lators and programmers. The monitor
program also includes some code to exer-
cise the switches, buttons, and Ethernet
electronics on the development board. 

The MC9S12NE64’s default IP
address didn’t jive with the Florida
room’s LAN. So, I used a laptop to ini-
tially check out the MC9S12NE64
development board because I could
easily change the laptop’s IP address to
match the board’s default IP address. 

The development kit also includes
an Ethernet crossover cable for those
of you who don’t have elaborate net-
works to attach to. It’s also for design-
ers like me who have networks but
don’t want to change to accommodate
the MC9S12NE64 development board. 

After I was able to press the correct
buttons to get to the Ethernet portion

of the code, I pinged the MC9S12NE64
development board. The next step
involved altering the default IP address
so I could put the development board
on the Florida room’s LAN and con-
tinue my MC9S12NE64 education. 

Before I could continue, I had to
install the special edition of CodeWarrior
and register the package. After my on-
line registration was accepted, I received
a 30-day license key via e-mail. The
entire load and registration process
took less than 15 min. on the ’Net. 

I clicked on Startup_Demo.mcp,
which contains the CodeWarrior
source package that I downloaded and
unzipped from the MC9S12NE64 devel-
opment board’s CD-ROM. CodeWarrior
started automatically and loaded in
the source package. The default IP
address set and a dummy MAC address
are located in the address.c file. 

As you can see in Listing 2, I simply
changed the values of the IP address
set to fit into the Florida room’s test
LAN. After recompiling the new
image, I simply dropped into Debug
mode from the CodeWarrior IDE. The
serial monitor/debugger program was
coded to erase the MC9S12NE64 and
reprogram the incoming application
code. Thus, the MC9S12NE64’s pre-
load grabbed the new image and
stuffed it into the MC9S12NE64’s
flash memory. I ran the newly loaded
and addressed Startup_Demo from the
debugger and was able to ping my new
IP address of 192.168.0.140.

After I had gotten my feet wet, I
decided to blow the entire thing away
and to try to recover using the P&E

Microcomputer Systems Cyclone PRO
programmer/debugger. I connected the
Cyclone PRO to the MC9S12NE64’s
BDM interface and fired up the P&E
PROG12Z application. 

The first thing the PROG12Z appli-
cation wants is to acquire the desired
programming algorithm. The program-
ming algorithm for the MC9S12NE64
wasn’t in the algorithm list. A quick
visit to the P&E site provided me with a
cross-reference list that specified the pro-
gramming algorithm 9S12dj64_64k.12P
as MC9S12NE64-compatible. After
the correct programming algorithm was
loaded into the Cyclone PRO, the rest of
the programming options were made
available. I wiped the MC9S12NE64
and in the meantime wiped all of the
MC9S12NE64 development board source
code packages from the PC. I then down-
loaded the HCS12SerialMon serial moni-
tor/debugger and monitor start-up pack-
ages anew from the MC9S12NE64
development board CD-ROM. I was
starting with a totally clean slate. 

I selected the .S19 version of the
monitor start-up package and attempt-
ed to program the MC9S12NE64 with
this file. No go. There were some
issues with logical and physical
addressing that the programmer didn’t
want to deal with, and I really wasn’t
in the mood to try to fix memory
maps in the program command files.
As it turns out, the same files with
the .phy extension were also available.
These files were really what the pro-
gramming algorithm wanted. 

After the addressing issues were
taken care of, I was able to load and
program Monitor.abs.phy into the
blank MC9S12NE64. The develop-
ment board’s LEDs that are associated
with the push-button switches came
back to life, and I was able to run the
start-up demo program and ping the
MC9S12NE64 box. The start-up moni-
tor and demo program were in place. All
of the communications interfaces were
active and accessible. However, I can’t
use the features of the stand-alone
HCS12SerialMon serial monitor/debug-
ger currently because it isn’t loaded. 

The HCS12SerialMon serial moni-
tor/debugger is an assembler program
that’s normally stashed away in a pro-
tected area of program flash memory (see

Listing 2—It’s a simple substitution. Now that you know that you’ll most likely have to reconfigure a PC to run
your MC9S12NE64 development board, doing IP readdressing may become one of your first official tasks.

#include “MOTTYPES.h”

const tU08 hard_addr [6] = { 0x01, 0x23, 0x45, 0x78, 0x89, 0xab };
//Default values
//const tU08 prot_addr [4] = { 192, 168,   2,   3 };
//const tU08 netw_mask [4] = { 255, 255, 255,   0 };
//const tU08 dfgw_addr [4] = { 192, 168,   2,   1 };
//const tU08 brcs_addr [4] = { 192, 168,   2, 255 };

//Florida room modifications
const tU08 prot_addr [4] = { 192, 168,   0,   140 };
const tU08 netw_mask [4] = { 255, 255, 255,   0 };
const tU08 dfgw_addr [4] = { 192, 168,   0,   1 };
const tU08 brcs_addr [4] = { 192, 168,   0, 255 };
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Photo 3). To get the HCS12SerialMon
serial monitor/debugger code pro-
grammed back into protected memory, a
BDM-equipped device like the Cyclone
PRO is necessary. It can be commanded
to unprotect and program the protected
flash memory block from within the
start-up monitor program. A command
set to do this without user intervention
is included in the HCS12SerialMon code
package on the CD-ROM. 

All I had to do was load the
HCS12SerialMon serial monitor/debugger
source assembler file into a CodeWarrior
IDE session, enter the Cyclone PRO-
based monitor mode via the debug door
of the CodeWarrior IDE, and allow the
predetermined set of BDM commands to
execute against the Cyclone PRO hard-
ware. I was then able to remove the BDM
interface from the MC9S12NE64 and
access the development board for debug-
ging using only the board’s serial interface
and the HCS12SerialMon monitor. 

ETHERNET NIRVANA
The MC9S12NE64 kit makes no

assumptions about how much you know
about implementing embedded Ethernet
hardware. Freescale gives you every tool
necessary to make it happen. As I said, it
isn’t your father’s Motorola. Freescale

PROJECT FILES
To download PLL formula information,
go to ftp.circuitcellar.com/pub/Circuit_
Cellar/2005/176.

RESOURCE
Freescale Semiconductor,
“MC9S12NE64 Datasheet,”
MC9S12NE64V1, rev. 1.0, 2004.

SOURCES
NU1S041 Module
Bothhand Enterprise, Inc.
www.bothhand.com

MC9S12NE64 Microcontroller 
Freescale Semiconductor 
www.freescale.com

Cyclone PRO and PROG12Z
P&E Microcomputer Systems
www.pemicro.com

Fred Eady has more than 20 years of
experience as a systems engineer. He has
worked with computers and communi-
cation systems large and small, simple
and complex. His forte is embedded-sys-
tems design and communications. Fred
may be reached at fred@edtp.com.

has proven that single-IC Ethernet
isn’t complicated; it’s embedded. I

Photo 3—There’s a breakdown of all of the MC9S12NE64 clock stuff in the Data window. In addition, this shot gives
you a good idea of what the stand-alone monitor/debugger/simulator can do.

ftp://ftp.circuitcellar.com/pub/Circuit_Cellar/2005/176
http://www.bothhand.com
http://www.freescale.com
http://www.pemicro.com
http://www.jrkerr.com
http://www.labjack.com
http://www.lvr.com
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JOYSTICK ANATOMY
The joysticks I’ve described came in

two varieties, analog and digital. Both
were useless without the right input cir-
cuitry and drivers. The digital joystick
was nothing more than push buttons.
Four switches were arranged around
the stick: one above, one below, one to
the left, and one to the right. The stick
pressed one when pushed up, down, left,
or right. Note that 45° stick move-
ments pressed on two buttons at once. 

The four button states were decoded
into eight directions. The fifth button
initiated actions like firing and throw-
ing. Although digital inputs were
directly compatible with the digital
computer systems for which they pro-
vided input, the software had to deter-
mine the positioning on the screen by
measuring how long a direction but-
ton was closed on the joystick and
adjusting the reference point on the
screen. The digital joystick couldn’t
indicate a particular position on the
screen (or how fast to move); it only

If you’ve watched an adventure movie
featuring aircraft, you’ve probably
encountered someone yelling, “Pull up!
Pull up! You’re gonna crash!” A huge
explosion in which one of the good guys
dies in a ball of flames usually occurs
a few moments later. The mechanical
stick aviators hold so dearly in such sit-
uations allows them to control the
ailerons and elevators used for adjusting
a plane’s roll and pitch. Control is main-
tained so long as there isn’t a malfunc-
tion in the hydraulics or components
that connect the control stick to the
movable flaps. Ejection seats come into
play when a malfunction occurs.

To those of you with your feet
planted more permanently on the
ground, a joystick may be more famil-
iar as a video game input device.
Without ever having to leave the safety
of your comfy chair, you can operate a
plane, boat, tank, or car. You also can
run through the PC’s virtual environ-
ment of your choice. If you’re an RC
hobbyist, you can eliminate the virtu-
al environment by using
a joystick to maneuver
your vehicle through the
real world.

In the late ’70s, Atari
introduced the digital
joystick on the 2600 gam-
ing system. I use the term
“digital” because the
2600 used five switches:
up, down, left, right, and
fire. IBM adopted the ana-
log joystick for its PC in
1981. Let’s take a look at
each one.

indicated movement in one of eight
directions from the present location.

IBM’s analog joystick used two
potentiometers at right angles to each
other to measure stick movement. One
potentiometer rotated when the stick
moved up and down. The second poten-
tiometer rotated when the stick moved
left and right. The potentiometer’s value
indicated direction as well as a propor-
tional change in that direction. The two
potentiometers provided this proportion-
al change in a direction in addition to a
proportional direction. This added a
new dimension to accurate positioning.

Two push buttons completed the ana-
log input device. However, the device
required input circuitry for interpreta-
tion. Because ADCs were expensive at
the time, a simpler interface was used.
The resistance of each potentiometer
(wired as rheostats) provided the “R” of
an RC timing circuit that produced a
proportional pulse-width output. The
pulse width of the digital signal could be
measured by the software and interpret-

ed as position. The analog
inputs could now directly
access any screen position
as an x,y coordinate. This
was far more powerful
than the information
gleaned from a digital
joystick.

With today’s advances
in technology, a micro-
controller’s on-board
ADC could easily read
the analog joystick.
Although present-day
analog joysticks actually

Figure 1—By connecting a JS1100AQ to multiple DS1869s, the directional switch closures can
enable the internal incrementing and decrementing features of each of the digital potentiometers.

Joystick Technology

FROM THE BENCH by Jeff Bachiochi

An analog joystick would be a great addition to some designs, but space limitations could
present a problem. Fortunately, new devices like the JS1100AQ five-position joystick naviga-
tion switch can help you solve the space problem.
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present a current (rheostat or adjustable
resistor tied internally to 5 V), they’re
easily rewired to produce a voltage from
the potentiometer’s wiper if the ends of
each potentiometer are connected to
5 V and ground, respectively. 

An analog joystick would be the per-
fect solution for some designs; howev-
er, space limitations sometimes make
that impossible. Fortunately, you can
combine a few new components to
make this happen in the space allotted.
Let’s take a look at a few possibilities.  

NO BRAIN
E-Switch makes the JS1100AQ,

which is a five-position joystick naviga-
tion switch. It’s essentially five switches
in one. A vertical press makes one set of
contacts. A tilt makes contact with one
or two of the four-corner contacts in a
similar fashion to Atari’s digital joystick.

The JS1100AQ is a surface-mount
part, measuring approximately 0.3″
square. If you mate the switch to
Maxim DS1869 digital potentiome-
ters, tilting the JS1100AQ toward a
corner will engage a single switch (see
Figure 1). Opposite corner switches
are tied to the increment (up) and
decrement (down) inputs of the same
DS1869. This allows for the independ-
ent action of each digital potentiome-
ter or a combined action of adjacent
switches by tilting to a side. 

The DS1869 has 64 taps over its
total resistance (available in 10, 50,

and 100 kΩ). It will automatically
increment or decrement at a rate of
100 ms if an input is held for at least 1 s.
Each of the potentiometer’s resistor
chains is connected across the 5 V and
ground supplies in the circuit (although
you could use other voltages as long as
they fall within the chip’s supply limit
of –8 to 8 V). Unfortunately, this is
the only manually operating digital
potentiometer I’ve found. If you need
more resolution, you must add some
smarts.

GOT BRAINS?
Many digital potentiometers are

available with serial-type interfaces
because of the small number of I/Os
required for communication. SPI and I2C
are the most popular interfaces. These
devices have expanded from the first 32-
tap potentiometers to up to 256 taps,
which allow the wiper to be positioned
in increments of 0.4% of the total
resistance, almost an order of magnitude
better than their 32-tap predecessors.

Instead of the aforementioned sim-
ple interface, these parts now require
some smarts so a simple switch input
device like the JS1100AQ can control
them. A microcontroller with at least
eight I/Os can interpret the switch
inputs and set the digital potentiome-
ter. Five inputs monitor the JS1100AQ
switches. You can use three output
bits to communicate with the digital
potentiometer (see Figure 2). I ended

Figure 2—By choosing a microcontroller with at least eight I/Os, all five switches in the JS1100AQ can be moni-
tored with enough outputs left over for a software SPI interface.

http://www.tronicszone.com
http://www.ccsinfo.com/cc
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up with nil after a cursory search for
small I/O microcontrollers with a
serial interface, so the SPI interface
had to be a software function. This
wasn’t a big deal because little else
required lengthy time requirements.

The microcontroller’s basic func-
tions (besides communicating with
the digital potentiometers) are to
monitor the JS1100AQ for up, down,
left, and right contact closures and to
increment or decrement the x and y
variables. The algorithm used for this
might be as simple as incrementing or
decrementing the variable once for each
contact closure. You may wish to imple-
ment a more complicated scheme to
automatically step the variable’s value
if the contact remains closed. 

This will become more complicated
if you dynamically change the step
size based on time. Much of this
would depend on how you’ll use the
output. If it’s used as a simple volume
control, then an adjustment response
in the seconds range might be suit-
able. Note that 1-s responses might be
required for pointing purposes. Sub-
second moves are necessary for gam-

ing because a perceivable time lag
makes gaming difficult. Whether posi-
tion feedback is a bar graph, a cursor,
or a paddle, your eye, brain, and finger
close the feedback loop by automati-
cally compensating for errors.

Figure 3 shows a simple program
loop that looks at the JS1100AQ input
switches and determines which way
the JS1100AQ is being tilted—position 1
(north) to position 8 (northwest). This
allows you to assign a position based
on any combination of switches, and
you can compensate for a JS1100AQ
rotation or the swap of an axis.
Depending on the position, subrou-
tines are called to adjust XVal or
YVal. These values are used to set the
taps on digital potentiometer 1 and
potentiometer 2 every time through
the main loop during the call to the
SPI subroutine. The SPI subroutine
requires 500 µs, which is the longest
length of time to execute. It’s execut-
ed every time to act as a timer.
Therefore, timers aren’t necessary.

The X_INC, X_DEC, Y_INC, and
Y_DEC subroutines are all similar.
Figure 4 shows the X_INC subroutine.
A flag for each switch is cleared
unless the switch is held in the closed
position. The XSkip and YSkip vari-
ables begin with a value of 255. These
variables count down each time an X
or Y subroutine is executed (potential-
ly each time through the main loop),
allowing a subroutine to be skipped
until the variable reaches zero. If the
subroutine is skipped 256 times, then
a change to XVal or YVal can happen
only every 128 ms (256 × 500 µs),
which is the automatic repeat rate.

In this simplest form, 256 increments
would take 33 s (256 × 128 ms). So, even
though the time for a single increment
seems short (128 ms), waiting for a
maximum change takes a long time
(33 s). By substituting different algo-
rithms in the Calculate New XInit
in the X INC/DEC subroutines, you
can affect the number loaded into the
XSkip variable (reloaded from XInit).
The simplest algorithm is to decrement
XInit each time. This would reduce the
automatic repeat rate from 128 ms by
500 µs for each change in Xval in
automatic Repeat mode. For a maxi-
mum change, this cuts the total time

in half to approximately 16 s.
You can see that a linear change

might not be the best approach. If XInit
is reduced by 12.5% of itself each
time XInit is divided by eight (three
rotations), the total time is reduced to
less than 2 s. This has a side effect of
limiting the minimum step time
because 12.5% of anything less than
eight equals zero, and XInit is no
longer reduced. With this algorithm, the
step time is reduced for the first 32 taps
in 1 s, while the remaining 223 taps are
stepped at 4 ms each over the next 1 s.

HIGHER RESOLUTION 
Most digital potentiometer manu-

facturers don’t produce devices with
more than 256 taps. If you are using a
digital potentiometer’s output as a
voltage divider rather than its resis-
tive properties, then you can substi-
tute a serial DAC for it. 

Serial DACs such as the MCP4922
have a voltage output. They are avail-
able in single and double devices simi-
lar to digital potentiometers. In fact,
the same SPI routine can be used as
the one communicating with the digi-
tal potentiometer. Both formats
require 16 bits of data to be sent to
control a single device. Packages with
dual devices require two 16-bit writes.
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Figure 3—A simple loop is used to monitor switch
inputs, increment and decrement x- and y-axis vari-
ables, and communicate the values to an external digi-
tal poteniometer via an SPI interface.
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Figure 4—This routine is one of four used to adjust the
XVal and YVal variables. The rate that XVal is incre-
mented depends on the XInit variable. A simple algo-
rithm (XInit = XInit – 1) will change the rate in a linear fash-
ion. Tune for the best picture according to the application.
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Figure 5 shows the communication
differences between the digital poten-
tiometer and the DAC. The DAC has
independent reference inputs meant
for 4.096- or 2.048-V references. A 2×
gain is available through the *GA
configuration bit. This will allow a
2.049-V reference to actually produce
a 0- to 4.096-V output. It provides an
easy conversion between the data byte
value and voltage output because 1 bit
equals 1 mV.

MINIMUM I/O
Now that 8-pin microcontrollers are

no longer the laughing stock of the
industry, Microchip has reduced the pin
count again. Are three I/Os and one input
useful? Isn’t this getting a bit whacky? 

I designed the next circuit using a
PIC10F20x series microcontroller that

comes in an SOT-6
package (see Photo 1).
With two output
pins defined as SCK
and SDA to control a
digital potentiometer
or DAC, there was
little left for moni-
toring the JS1100AQ
switches. I connect-
ed JS1100AQ’s inde-
pendent switch to
the microcontroller’s
input. I then needed
to monitor the other
four directional
switches with the
single pin that was
left. Not an easy job
for a digital input. 

I decided to moni-
tor the capacitor of
an RC circuit with
the last I/O pin. The
direction switches
(JS1100AQ) connect
different resistor val-
ues between 5 V and
the capacitor, which
has its other lead
grounded. By using
resistor values that
are half the previous
value, I could get
eight different RC
time constants charg-
ing the capacitor by

using one switch or combinations of
two switches. As an input the micro-
controller could count how long the
digital input took to go from a logic 0
to a logic 1. This was dependent on
the VIH of the port input, but it was
consistent and dependent on VCC. By
configuring the same port pin as an
output (outputting a logic low), the
capacitor could be discharged.

The main loop of execution pro-
gram monitors the JS1100AQ’s inde-
pendent switch for closure. This
reconfigures the RC monitor pin to
an input and starts a software loop
(12 µs) monitoring the input pin and
incrementing a 16-bit counter vari-
able. Depending on the tilt direction
of the JS1100AQ, one or more of the
corner switches will be closed. Each
combination of switch closures creates

a different current flowing into the
capacitor. Thus, the capacitor will
charge at eight different rates. Execution
breaks out of the counter loop after the
monitor input is read as a logic 1. The
monitor pin is reconfigured to an output
(discharging the capacitor). The timer’s
count is compared to a table of values.
The closest selection from the table
returns the position of the JS1100AQ
(N, NE, E, SE, S, SW, W, NW). Branching
to appropriate routines can adjust the
XVal and YVal variables used to update
the SPI device.

Just when I thought I had it licked,
I remembered a little note that
explained how SPI values would be
internally transferred after the raising
of the device’s CS input. Whoa! I was-
n’t using the CS and had it tied low
(enable). Did I not use all of the I/Os?
No, I used all four. What to do? 

I was able to tie the monitor pin to
the SPI device’s CS input (see Figure 6).
Timing the capacitor and sending SPI
commands were independent operations,
so the monitoring pin could do triple
duty by monitoring the voltage input,
shorting the capacitor to ground, and
providing a CS signal. 

I chose an RC combination that
would be approximately 100 ms. (The
value limits the maximum step speed.)
The three other values became one-half,
one-quarter, and one-eighth of the first
value. I needed to find values for the
LUT for each combination of switch

Photo 1—When looking at this analog joystick, notice
the size difference between it and the JS1100AQ multi-
position switch balanced on top of it. Look closely at the
JS1100AQ, and you’ll also see the SOT-6 PIC10F20x.

Figure 5—Although both devices use a 16-bit SPI format, the commands within
the data format are different. Of the 16 bits, the DAC has 12 bits of data while
the digital potentiometer uses only 8 data bits.
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positions. By altering the program to
output a pulse on the SCK pin based on
the monitor input, I could measure the
pulse width in microseconds based on
what the circuit actually saw at the mon-
itor input. I placed the measured values
in the LUT to let the program deter-

mine which switches the JS1100AQ was
closing. If I’d had 1% resistor values
available, I might have been able to
choose table values based on a single
measurement of the highest resistor or
perhaps a self-calibration routine during
power-up.

VISUAL FEEDBACK
I have to admit that relying on an

application to provide position feed-
back isn’t the user-friendliest option.
So what kind of options might be use-
ful with your interface? 

The obvious choice is to hang an
LED/LCD panel meter on the output
of each DAC. But this is an expensive
solution and doesn’t work well with
the digital potentiometer solutions. A
reasonable alternative would be a
multi-digit LED display (an LTC4627
costs $2.40 from Digi-Key). 

Substituting a microcontroller with
more I/Os isn’t a big deal either. For
the most part, the peripherals can boost
microcontroller costs, not just the num-
ber of I/Os. The PIC16F505 costs $1.75
versus the PIC16F57, which costs $2.73.

With a circuit similar to the one in
Figure 7, the position (XVal) can be
displayed while an adjustment is being
made. The display could alternate dis-
play values for multiple axes. Center
off values can be presented by display-
ing –127 to 128. 

Creativity reigns when designing
user interfaces. If you’ve had a chance
to play with an iPod, you know what I
mean. It isn’t what you have to work
with, but how you use it. I

Figure 7—A multiple hex-digit LED
display can provide position feed-
back of the present value for any
device. Although it can show only
one device’s value at a time, you
might choose to rotate through the
value of each device, show the value
of the last device, or even blank after
adjustments are complete.

Jeff Bachiochi (pronounced BAH-key-
AH-key) has been writing for Circuit
Cellar since 1988. His background
includes product design and manu-
facturing. He may be reached at jeff.
bachiochi@circuitcellar.com.

PROJECT FILES
To download the code, go to ftp.circuit
cellar.com/pub/Circuit_Cellar/2005/176.

SOURCES
JS1100AQ Joystick navigation switch
E-Switch Inc.
www.e-switch.com

DS1869 Rheostat
Maxim
www.maxim-ic.com

MCP42xxx Dual digital potentiometer,
MCP4922 DAC, PIC10F20x,
PIC16F505, and PIC16F57
Microchip Technology 
www.microchip.com

Figure 6—Even with only four I/Os, this
PIC10F20X can monitor the JS1100AQ
and communicate using a software SPI
interface to an external device.

ftp://ftp.circuitcellar.com/pub/Circuit_Cellar/2005/176
http://www.e-switch.com
http://www.maxim-ic.com
http://www.microchip.com


the 1 MIPS or so of the original.
To refresh your memory, an original

1970s-era ’51 would execute most
instructions in one or two machine
cycles, with a few (e.g., MUL) taking up
to four machine cycles. That sounds
good, except for the fact that a machine
cycle required 12—yes, count ’em,
12—clock cycles. Ouch.

So many clocks per machine cycle
is architectural low-hanging fruit that
the ’33xx harvests by cutting the
number of clock cycles per machine to
four, expediently boosting perform-
ance to three times the original at a
given clock rate. Note that while the
number of clocks is reduced, the num-
ber of machine cycles required to exe-
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September 2000 of an outfit called
Waferscale Integration and its pro-
grammable system device (PSD) chip. I
wrote the PSD up years ago in an arti-
cle reflecting the chip’s multifaceted
(memory, I/O, and programmable
logic) support role (“Swiss Army
Chip,” Circuit Cellar, 120, July 2000).

The ’33xx concept is simple enough.
Just take yesteryear’s typical two-chip
’51 MCU and PSD setup and shrink it
to a single chip. Actually, under the
hood, it’s both a little more complicat-
ed and literally as simple as that. One
huge upgrade, and virtually mandatory
at this late stage of the game, is that
the STMicroelectronics ’51 core is tur-
bocharged for performance far beyond

To those of you who recall my “’51
Flavors” column, I apologize that this
column’s title is so derivative (Circuit
Cellar, 163, February 2004). The ’51 has
been around for 25 years or so, so it’s a
little hard to come up with something
original. But that’s the point after all. It’s
the fact that the ’51 market is crowded
with derivatives from dozens of suppli-
ers big and small that sets it apart from
all the rest. It’s ironic, given that Intel
isn’t known for being loose with their
intellectual property, that the ’51 has
morphed into a virtual peoples’ micro.

It’s the fact that the new versions, like
the title of this column, aren’t too origi-
nal that keeps the bandwagon going. The
capabilities of the modern ’51s are vast-
ly superior, but successful derivatives are
the ones that don’t stray too far from the
essence of the original. Volkswagen
New Beetle, sí. New Coke, no.

Is it my fault the wizards come up
with new ’51 chips faster than I can
come up with clever titles? Better get
used to it because the ’51 is here to stay.

SWISS ARMY SoC
Add STMicroelectronics to the already

long list of ’51 suppliers. Yes, they’re a
bit late to the party, but you have to
admit their uPSD33xx makes quite an
entrance. It’s arguably one of the highest
performance and integration ’51s on the
street (see Figure 1). With a fast processor
(10 MIPS peak at 40 MHz), up to 288 KB
of flash memory, 32 KB of SRAM, and
plenty of I/O, it’s a big-ticket System-
on-a-Chip with a single-digit price tag
($4 to $8 at 10,000) and no NRE.

STMicroelectronics arrived in the
’51 market via an admittedly circular
route with their acquisition back in

’51 Favorites

SILICON UPDATE by Tom Cantrell

The ’51 has been around for more than two decades, but today’s ’51s are vastly superior to
their ancestors.This month, Tom looks at where ’51 technology has been and where it’s going.
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Figure 1—It’s two, two, two chips in one. STMicroelectronics pushes the integration envelope by packing a hopped-
up ’51 core and a PSD chip in a single package.
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cute a particular instruction remains
unchanged, easing migration of tim-
ing-dependent code. 

The good news is that nearly half the
’51 opcodes are just 1 byte long and exe-
cute in a single machine cycle. The
bad news is that a stock ’51 fetches
2 bytes from program memory every
machine cycle, even if the instruction
is 1 byte (i.e., the second byte is
ignored). Surely, there’s a better way to
make use of the available bus band-
width than these dumb dummy fetches.  

STMicroelectronics does just that,
taking advantage of the freed up bus
to further boost performance with a
prefetch queue that gathers up to 6 bytes
of opcodes ahead of time. The queue
helps insulate the processor core from
the latencies induced by slow (i.e.,
multimachine cycle) instructions and
also the wait states required by the
flash memory at higher clock rates.

Of course, the problem with
prefetching is the dreaded, but oh so
frequent, branch. It’s easy to imagine
real-world scenarios (i.e., tight nested
loops) that bring a prefetch scheme to

its knees, with branches flushing the
queue so often that you end up back
in a de facto dummy fetch situation.

Enter the second upgrade, a branch
cache with four entries, each of which
stores 6 bytes worth of instructions. If
a branch hits in the cache (i.e., branch
target address matches one of the four
cache tags), the 6 bytes of instructions
in the cache are broadsided into the

prefetch queue (see Figure 2).
Both the prefetch queue and branch

cache can cloud determinism, possibly
introducing a bit of timing uncertain-
ty. In other words, a chunk of code
may take slightly more or fewer clock
cycles to execute, depending on the
particular state of the queue and cache
at a given point in time. The resulting
jitter may not always cause a problem,
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Figure 2—One key to the ’51s longevity is the fact that virtually all modern versions boost performance over the
original. For the STMicroelectronics uPSD33xx, upgrades include a six-entry prefetch queue, and a four-entry
branch target cache that help cut the number of clocks per machine cycle.
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but if it does, it can be
a real showstopper.
Fortunately, the ’33xx
allows you to dynami-
cally enable or disable
the prefetch queue and
branch cache under
software control. 

Other than the speed-up, the ’33xx
core includes the standard ’51 periph-
erals (i.e., two UARTs and three
timer/counters) plus a nice comple-
ment of add-ons, including an eight-
channel, 10-bit ADC, six-channel pro-
grammable counter array with cap-
ture/compare and PWM, SPI, and I2C.

Turning to the PSD side of the part,
you find the memory, which is com-
prised of a main block of flash memory,
a secondary block of flash memory, and
SRAM. Thanks to built-in programma-
ble decode logic, the various memories
can be flexibly allocated within the
MCU’s code and data spaces. For exam-
ple, the main flash memory block,
which is typically allocated as program
space, can be temporarily switched
to data space for the purpose of in-

system programming (ISP).
In addition, the PSD includes extra

I/O lines (3 × 8 bits), which are fronted
by a small (16 macrocell) PLD or can be
accessed directly by software as general-
purpose parallel I/O. The PLD is a nice
touch for handling simple glue and inter-
face logic chores in hardware at high
speed, possibly eliminating the need to
add an extra chip. Finally, a JTAG port
provides both direct access to the flash
memory for programming and serves as
the debug channel for the MCU core.

I said earlier the ’33xx was a con-
ceptually simple combination of an
MCU and PSD. It turns out the concept
has been carried into practice. Under the
hood, the ’33xx is actually composed of
stacked MCU and PSD die (i.e., it’s truly
two separate chips in one package).

The stacked die con-
cept is a pretty big deal
that’s really taking off. I
must confess that I
wondered early on
about the reliability and
robustness of the
scheme (e.g., thermal

and mechanical shock), but so far I
haven’t heard of any problems.

On the other hand, there are clear
advantages. Notably, it allows
STMicroelectronics to offer a dozen dif-
ferent variations by mixing and match-
ing relatively few die with two package
and two voltage options. That’s much
less costly at the front end and far
more streamlined in manufacturing
than actually tooling up and running
with a dozen different wafers.
Presumably, STMicroelectronics pass-
es along some of the savings to you.

Besides the price tag, the stacked
die approach delivers a unique, and
possibly pivotal, benefit in terms of
I/O flexibility. Even 8-bit parts these
days are migrating to advanced
processes that run at lower voltages.

Table 1—The headlines for the stacked die approach are all about integration. But don’t overlook
the benefits of being able to mix and match multiple voltage devices in a single package.

Device type
VCC for MCU
module

VDD for PSD
module

Ports 1, 3, and 4
MCU module

Ports A, B, C, and D
on PSD module

5 V: uPSD33XX 3.3 V 5.0 V 3.3 V (5-V tolerant) 5 V

3.3 V:uPSD33XXV 3.3 V 3.3 V 3.3 V (5-V tolerant) 3.3 V (not 5-V tolerant)

http://www.jkmicro.com
http://www.trincoll.edu/events/robot
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The bad news is that a
lot of embedded applica-
tions still call for 5-V I/O
to interface with standard
I/O devices and sensors.

To serve 5-V or mixed
3.3-V/5-V applications,
STMicro exploits the
stacked die scheme by
offering versions of the
’33xx that combine the
3.3-V MCU core with
either a 3.3- or 5-V PSD
chip (see Table 1, page 81).
Thus, a mixed-voltage sys-
tem can use the MCU I/O
ports for 3.3-V I/O and rely
on a 5-V PSD for true 5-V
I/O. Yes, you have to pro-
vide both voltages (maybe
they’ll throw in a regulator
someday), but you’d have
to do that in any mixed-
voltage design anyway.
At least the ST approach
enables true multilevel I/O capability
in a single package without the need to
add external level-translator.

SIGNAL CENTRIC
As the price for ones and zeros (i.e.,

digital) heads toward the latter, atten-

tion is turning to analog
as the differentiating fac-
tor. Silicon Labs’s (for-
merly Cygnal) C8051F06x
lineup is a good example of
the new mixed-signal
breed (see Figure 3).

For sure, the ’F06x has
all the digital bases cov-
ered, starting with the
mandatory processor core
makeover. By virtue of a
rather aggressive pipelined
implementation that exe-
cutes most instructions
in just one or two clocks,
the ’F06x delivers 25 peak
MIPS (at 25 MHz), which
should help finally lay to
rest the pokey legacy of
12-clock ’51s.

Other upgrades include
a 22-source two-level pri-
ority interrupt controller
and a novel crossbar

switch that allows the arbitrary mapping
of I/O functions to pins. The crossbar is
a nice touch that goes a long way toward
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Figure 3—The Silicon Labs C8051F06x is all about analog with a capital “A.”
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eliminating the conflict that sometimes
occurs with fixed-pinout chips when
both of the functions you need happen
to be assigned to the same pin.

It’s no surprise to find a healthy
complement of memory (32 or 64 KB
of flash memory and 4 KB of SRAM)
and all the usual digital interfaces,
including parallel I/O, UARTs, SMBus
(I2C-compatible), SPI, plenty of counter/
timers, and even a controller area net-
work (CAN 2.0B) port on some models.
A built-in oscillator calibrated at the
factory is precise enough (24.5 MHz
±2%) to eliminate the need for an
external crystal in many applications.

But what really sets the ’F06x apart
is a full quiver of analog arrows, starting
with a pair of fast (1 million samples
per second) and precise (less than 1 LSB
nonlinearity, no missing codes) high-res-
olution 16-bit ADCs. The converters
can be configured as two single-ended
inputs or paired for differential operation.
When operated as a pair of
single-ended converters, true
simultaneous conversion is
possible to support applica-
tions (e.g., motor control and
power factor correction) that
require measuring two inputs
(e.g., voltage and current) at
exactly the same time.

Even the fast ’F06x
processor core might have a
hard time keeping up with
the speedy ADCs in soft-
ware. Thus, the ’F06x
includes a built-in DMA
controller that automatical-
ly handles the transfer
between the converters and
internal or external RAM.

Conversions can be triggered in soft-
ware, continuously triggered by a timer,
or externally triggered via the conver-
sion start (CNVSTR) pin. Impressive,
but that’s just the start. The list of ana-
log goodies goes on with three compara-
tors, a precision voltage reference, and a
built-in brownout detector. Put all the
pieces together and there are seemingly
few analog challenges the ’F06x isn’t up
to. But in case you happen to come
across one, just move up to the ’F060,
’F061, ’F062, or ’F063 variants. To bring
the signal chain full circle, these parts
throw in two 12-bit voltage output
DACs, an additional eight-channel (mul-
tiplexed) 10-bit ADC, and even an on-
chip temperature sensor. 

Shop around for all that analog
stuff in separate chips, and there’s no
doubt the ’F06X is a steal at less than
$10 at 10,000. It wasn’t that long ago
you’d pay that much just for the 16-bit
ADC, never mind all the rest.

The ’51 heritage may be old school,
but the development tools are up to
date. For example, note how both ports
(data and debug) on the ’F064 evalua-
tion board in Photo 1 are USB-enabled. 

LITTLEST PROCESSOR THAT
COULD

Last month I wrote that the time has
come for 32-bit MCUs to move into the
mainstream, notably riding the band-
wagon of ARM-based chips. But don’t
take that to mean the party is over for
8-bit chips. Indeed, the MCU market
forecasts generally predict that the vol-

ume for 8-bit MCUs will continue to
grow. It isn’t a zero sum game, and the
32-bit MCU of tomorrow will happily
share ever-expanding shelf space with
the ’51s of today.

In the normal world of business and
commerce, products have life cycles
during which they are born, grow,
plateau, and ultimately decline. But
not so in the world of chips, at least as
long as that fountain of youth known
as Moore’s law continues to hold
sway. Smaller, faster, and cheaper is
the ticket for continued growth.

There’s no better example than the
newest members of the LPC family
from Philips (see Figure 4). When I
first wrote about the then new parts
in “Little Processor that Could”
(Circuit Cellar, 112, November 1999),
I speculated on just what the LPC
moniker stood for: Low pin count?
Low-power controller? Low-price
chip? Judging from the new parts, the
answer is all three.

In particular, the ’9102 and ’9103
stand out by virtue of their ultra-small
10-pin package at a mere 3 mm × 3 mm
(see Photo 2). For those of you who are
metric-challenged, that’s less than
0.125″ on a side. You could fit 50 of
these little puppies in the footprint of
the original ’51’s 40-pin DIP! 

With so little real estate to play
with, the function of each pin
becomes critical. An on-chip clock
can eliminate the cost and pins
required to support an external clock.
Although it isn’t by any means a new

concept, Philips gets
brownie points for factory
calibrating their on-chip
RC oscillator to ±1% accu-
racy at room temperature
(25°C). Even though the
clock frequency may drift
as much as 5% across the
full temperature range (–40°
to 85°C), it can be dynami-
cally tuned if a good refer-
ence is available. The on-
chip watchdog timer also
has it’s own low-frequency
(400-kHz nominal) clock,
which can be used to drive
the CPU as a power-saving
option.

Another pin-saving fea-

Accelerated two-clock 80C51 CPUP89LPC9102

1-KB
Flash memory

Port 1
configurable I/Os

Port 0
configurable I/Os

Keypad
interrupt

Watchdog timer
and oscillator

Programmable
oscillator divider

Configurable
oscillator

P1.2, P1.5

P0[1:5], P0.7

KBI1
KBI2

CLKOUT
CLKIN

CPU clock

On-chip RC oscillator
with clock double option

Internal
bus

128-Byte RAM

ADC1/DAC1

Real-time clock
system timer

Timer0
Timer1

Analog
comparators

Power monitor
(power-on reset,
brownout reset)

AD10
AD11
AD12
AD13
DAC1

T0
T1

CIN1A
CIN1B

Figure 4—Every pin counts when you’ve only got 10 (’9012, ’9012) or 14 (’9017) to play
with. Philips rises to the challenge with on-chip clocks (CPU and watchdog) and reset circuits.

Photo 1—Dude, where’s my serial port? Featuring two
USB ports, the Silicon Laboratories C8051F06x evalua-
tion board brings the ’51 into the modern age of devel-
opment tools.
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reach him by e-mail at tom.cantrell@
circuitcellar.com.ture is inclusion of on-chip reset logic

for reliable power-up timing and glitch
suppression without any external
components. The bottom line is that
many LPC designs will be able to get
off the drawing board with only power
and ground connections required. 

With only 1 KB of flash memory and
128 bytes of RAM, these new LPCs
aren’t the parts for software-intensive
applications. On the other hand, when
it comes to living up (or rather down)
to low-power (less than 1-µA standby)
and low-price ($0.70 at 10,000) aspira-
tions, small is indeed beautiful. 

There may not be room for much soft-
ware, but the code that does fit will
run fast. Like the STMicroelectronics
and Silicon Labs parts, the LPC core is
accelerated significantly with practically
all instructions executing in two or four
clocks. Using the RC oscillator (nominal
7.3728 MHz) in clock doubling mode,
that translates to a minimum instruc-
tion cycle time of 136 ns, delivering
nearly an 8-MIPS peak throughput. 

UNTIL NEXT TIME
So, there you have it: three more ’51s

covering the spectrum from tall to
venti in Starbucks-speak. In fact, the
Starbucks analogy isn’t far off the mark.
After all, the ’51 is a veritable franchise
at this point. And the plethora of outlets
means you get a big menu to choose
from, everything from a plain cup of Joe
to a decaf-mocha-low-fat cappuccino. 

The ’51, and the coffee, may be
commonplace, but like all franchises,
at least it’s reassuring to know what
you’re getting into. And judging by the
market stats, both caffeine and ’51s
are very, very addictive. What’s next,
’51s Anonymous support groups for
the hopelessly strung out?

The truly amazing thing is that you

can get a powerful MCU for just about
the price of a cup of coffee from
Starbucks. The only difference is that
next year the ’51 folks will give you
more for less, just like they always
have. And that’s why the ’51—and 8-bit
MCUs in general—are here to stay. I

Photo 2—It’s a small world after all. And it’s getting even
smaller thanks to the incredible shrinking ’51s from Philips.

http://www.semiconductors.philips.com
http://www.silabs.com
http://www.st.com
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http://www.rfdigital.com
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Every technical magazine I pick up lately seems to be editorializing about the 30-year anniversary of personal computing. Because all of us
in the embedded-control community use the same technology, I suppose I have an obligation to chime in with my opinion and congratulations
too. Well, up to a point, that is.

All these journalists keep pointing to one event the— Popular Electronics article about the Altair 8800 in January 1975—   as the start of the
revolution. Of course, the fact that Ziff-Davis owned Popular Electronics certainly doesn’t reduce the number of editorials with that historical per-
spective. Anyone who was actually there at the time knows there was a little more to the timeline. Yes, this article was important, but “person-
al computers” really started with the 8008 a couple years earlier. (While the 4004 was technically a microprocessor, in my opinion its limited
addressing range made it useless as a “personal microcomputer.”) The first real microcomputers were the Micral (built in France) and the 
Scelbi 8H (built in the U.S.) in 1973. Both used the 8008.

This sensitivity to the history of the PC is completely personal. Ninety-nine percent of early computing initiatives were West Coast-driven,
but the other 1% were East Coast-driven—  in fact, here in Connecticut. When I heard about Scelbi, I made a beeline to where they were locat-
ed in Milford, Connecticut (about 60 miles south of where I live). Consequently, my first computer, and the basis of my earliest articles, was a
Scelbi 8B. To clarify the history, let me point out one other thing about Scelbi. Nat Wadsworth stopped making Scelbi computers just about the
time when the Altair appeared. I remember him being upset that MITS (Altair’s manufacturer) could sell a whole computer for what Intel was
quoting to him as the price of 8080 chips. While Scelbi’s immediate transition from hardware to book publishing looked to the world like he had
failed as a hardware manufacturer, it wasn’t from lack of talent or initiative. Few people know it, but Nat had a history of poor health and had to
choose his business pursuits accordingly.

Finally, if all these columnists are using a magazine article as the starting point of the timeline, then they are missing an earlier article of
equal significance (to us computer geeks, anyway). In July 1974, six months before the Popular Electronics article appeared, Radio-Electronics
presented Jonathan Titus’s Mark-8 8008-based computer. Two months later, Hal Singer started the Mark-8 Newsletter, one of the very first com-
puter publications, and, coincidentally, the first place you would have seen a construction article by yours truly. ;-)

The starting point of a revolution is always a matter of opinion. I think it was the 8008, while most people in the media point to the 8080.
Similarly, the 6800 or 6502 crowd acknowledges Intel, but the first real computer for them was very brand-specific. The business community
thinks more in terms of a 20-year than a 30-year anniversary. For them the first real computer was a Pentium, not the 8088. The important thing
to realize is that no single event (other than Intel’s first microcomputer chip) is a fixed milestone, so anniversaries are somewhat gray. In fact,
by the end of 1975, there were about 50 different processors from the likes of Texas Instruments, RCA, National Semiconductor, Motorola, and
others. I hesitate to point to specific dates, but I guess we can all safely agree that it started about then.

Having firsthand experience of all these events does have its downside. I chuckle every time I shake hands with someone at a convention
and they say, “I’ve been reading you since BYTE.” Of course they don’t realize that they’ve also just implied, “you old fossil <grin>.” I laugh and
typically answer them by saying, “That only means you’ve been doing this as long as I have, and we’re both getting old.”

The good news is that the last 30 years have been very good to me, and I owe my success primarily to the loyalty of my readers. I’ve lament-
ed in a few past editorials that I was sitting at the table when some big computer company deals were being negotiated, and I chose to stay
the course doing the things I enjoyed. Quite a few other editors and columnists went off and joined these ventures with various long-term results.
I guess I just enjoyed writing and inventing too much back then to risk changing it all to reach for the brass ring.

While most of the tech companies, magazines, and computer brands that were common 25–30 years ago are gone, Circuit Cellar is still
here. And I am encouraged daily about our future by your enthusiasm and interest. Soon we will be approaching the length of time that BYTE
was a viable publication, and I have every intention of passing that mark by a wide margin. Of course, if someone comes up to me at a con-
vention 30 years from now and says, “I’ve been reading you since BYTE,” someone shoot us both!

Anniversaries

steve.ciarcia@circuitcellar.com

by Steve Ciarcia, Founder and Editorial Director
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